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V arious p ortable computing devices suc h as laptops, handheld computers, and other p ersonal

digital assistan ts with net w orking capabilities increases the demand for seamless comm unication b oth

in wired and wireless net w orks. This thesis fo cuses on the hando� decisions based on the wireless link

qualit y information of the comm unication partners and ho w that information can b e used to enhance

comm unication a v ailabilit y .

My solution is to use soft, horizon tal, p olicy-based, and mobile con trolled t w o-phase hando�s

in wireless lo cal area net w orks with hierarc hical Mobile IP . T ogether with adv anced mobilit y agen t

prioritization and signal qualit y a w areness the solution pro vides seamless hando�s and needed com-

m unication a v ailabilit y .

The presen ted p erformance analysis sho ws that a simple hando� p olicy pro vides an essen tial

increase in comm unication a v ailabilit y . This impro v emen t, as implemen ted in the HUT Dynamics, is

su�cien t for con tin uous comm unication a v ailabilit y under frequen t lo cation up dates.

T raditionally Mobile IP is made for macro mobilit y but this thesis sho ws that hierarc hical Mo-

bile IP can b e extended to supp ort micro mobilit y without c hanges to the proto col. Signal qualit y

a w areness, t w o-phase hando�, and no de prioritization are the k ey factors that mak e this p ossible. Ad-

ditionally , con�gurable no de selection p olicies can b e used to maximize the comm unication a v ailabilit y .

The presen ted solution pro vides simple but essen tial impro v emen t for mobile con trolled hando�s

when using simple link lev el tec hnologies. It is used in the Wireless MediaP oli where it pro vides an

essen tial supp ort for m ultimedia reception in to and from mobile computers.

Keyw ords hierarc hical Mobile IP , soft hando�, glitc hless hando�, t w o-phase hando�,

seamless hando�, horizon tal hando�, mobile con trolled hando�,

no de prioritization, no de selection p olicy , wireless LAN, ad ho c net w ork,
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Glossa ry

access p oin t (AP) An en tit y that has station functionalit y and pro vides access to the

distribution services, via the WM.

ad ho c net w ork (IBSS) F ormed b y no des that can directly comm unicate with eac h

other.

Address Resolution Proto col (ARP) Link la y er proto col used to resolv e MA C ad-

dresses.

bac kw ard hando� The MN initiates the hando� request to the comm unicating MA.

care-of address (CA) With the aid of the F As, HA only needs to kno w under whic h F A

the MN is in care of, i.e., the MN registers with the HA the lo cation of the F A. The

address for this F A is called CA. The data pac k ets destined for the MN go through

the HA and are tunneled up to the LF A or to the MN.

co-lo cated care-of address (CCO A) When the data pac k ets are tunneled up to the

MN the MN has to ha v e a CCO A in order for the LF A to b e able to establish a

tunnel to the MN.

comm unicating MA A comm unicating MA is an LF A or HA that the MN is connected

to.

corresp onden t no de (CN) No de in the net w ork that comm unicates with the MN.

domain F A (DF A) A F A that assigns a m ulticast address unique within its domain to

eac h MN.

F A decapsulation T unnel endp oin t is in the LF A and not in the MN.

foreign agen t (F A) A router in the FN that pro vides routing services to the registered

MNs in the FN.

foreign net w ork (FN) An y another net w ork than the HN of the MN.

forw ard hando� The MN initiates hando� request to the new MA (see also bac kw ard

hando� ).

forw arding Includes a rule, a route and a tunnel that together mak e up a tunneled data

path for pac k ets to and from the MN in the F A.

viii



GLOSSARY ix

glitc hless hando� Hando� dela ys and pac k et losses due to the hando� are eliminated

from the data stream.

hando� managemen t (HM) Includes the pro cedures and required information needed

to mak e hando�s.

hando� p olicy Hando� p olicy is a set of rules that iden tify the b est no de that is selected

if hando� is required.

hando� A pro cess during whic h the routing resp onsibilit y of a no de is handed o v er b e-

t w een designated MAs.

hard hando� The MN can not hear the old or the new MA sim ultaneously during the

hando� (see also soft hando� ).

highest F A (HF A) It is the ro ot for the F A hierarc h y tree. Upp er lev el MA is a HA for

this F A.

home agen t (HA) A router in the home net w ork of the MN. When MN is in the foreign

net w ork, it forw ards tunneled pac k ets to the F A or directly to the MN.

home net w ork (HN) The IP address of the MN b elongs to this net w ork. Ev ery MN

has a home net w ork.

horizon tal hando� A hando� b et w een APs with same link lev el tec hnology . E.g., the

MN do es not need to c hange the net w ork in terface.

infrastructure net w ork Net w ork that includes an AP that is used to comm unicate with

other no des in the wireless net w ork (see also ad ho c net w ork).

in terface information daemon (I ID) Giv es informativ e parameters ab out the under-

lying media used to deliv er data pac k ets to the net w ork.

in termediate F A (IF A) A F A that is ab o v e the LF A and b elo w the HF A in the F A

hierarc h y .

In ternet Proto col (IP) The proto col that In ternet is based on.

in ter pro cess comm unication (IPC) A metho d for pro cesses in the op erating system

to comm unicate with eac h other.

lo w er tunnel An IP-in-IP encapsulated data path to the lo w er F A, or when in MN

decapsulation mo de, to the MN (see also upp er tunnel).

lo w est F A (LF A) A F A b ecomes lo w est F A for the MN that is connected to it.

MA detection (MAD) The MN has to b e a w are of the a v ailable MAs. It includes

pro cedures that enable the MN to �nd new MAs.

macro hando� A hando� in a wireless net w ork with cell radius of sev eral kilometers

long (see also micro hando� and pico hando� ).



GLOSSARY x

MA selection (MAS) When MN has to decide whic h MA to use when connecting to

the net w ork it uses MA selection mec hanism.

micro hando� A hando� in a wireless net w ork with cell radius of tens or h undreds of

meters (see also macro hando� and pico hando� ).

MN decapsulation T unnel endp oin t is in the MN and the MN uses CCO A.

mobile assisted hando� (MAHO) The MN collects some information needed to do

hando� decisions or otherwise else tak es part to the hando� pro cedure initiated b y

the net w ork.

mobile con trolled hando� (MCHO) The MN mak es the hando� decision and initi-

ates it.

mobile no de (MN) A host or router that can c hange the p oin t of attac hmen t from one

net w ork or subnet w ork to another without c hanging the IP address.

mobilit y agen t (MA) Pro vides connection for the MN to the home net w ork with p os-

sible other MAs. F A and HA are MAs.

mobilit y managemen t (MM) includes hando� managemen t, MA detection and MA

selection.

monitor A mo dule that uses wireless extensions to impro v e the MA selection and hando�

mec hanisms.

net w ork con trolled hando� (NCHO) In NCHOs the net w ork mak es hando� deci-

sions and collects data that is needed to mak e the decision (see also MCHO and

MAHO).

next-hop routing P ac k ets are routed in a host b y host basis.

no de information data This database con tains information ab out the MAs the MN has

detected.

no de selector (NS) Cho oses the b est a v ailable MA according to the priorit y of the MAs.

pico hando� A hando� in wireless net w ork with sev eral meters long cell radius. The

bandwidth in wireless net w orks with pico cell size is higher than in macro cell size

wireless net w orks.

p olicy routing (PR) A set of rules for handling incoming and outgoing pac k ets in the

routing engine. PR can for example drop, mo dify and route pac k ets.

priorit y balancing (PB) Occurs when the priorit y of the curren t MA is near enough

to the MA with highest priorit y . The priorit y of the curren t MA is set to the same

v alue as the compared MA.

priorit y decreasing (PDT) The priorit y of a certain MA is decreased ev en the SQ of

this MA is not decreased (see also PIT).



GLOSSARY xi

priorit y increasing (PIT) The priorit y of a certain MA is increased ev en the SQ of this

MA is not increased (see also PDT).

registration proto col (RP) The proto col that the MN uses when registering to the HA

either directly or via the F A hierarc h y .

rev erse tunneling Both the MN and CN route pac k ets through the HA when com-

m unicating with eac h other. P ac k ets are tunneled b et w een F As and HA with F A

decapsulation. With MN decapsulation pac k ets are tunneled b et w een HA and MN.

routing rule (RR) Used to decide whic h routing table to use for the handled pac k et in

the routing engine.

seamless hando� If the user or a program that uses the net w ork bandwidth do es not

notify the hando� only b y examining the data stream o v er the net w ork, the hando�

is said to b e seamless.

session k ey (SK) Unique shared secret in a session for securit y purp oses.

signal qualit y (SQ) The di�erence b et w een radio signal and noise lev els. Signal qualit y

is measured from receiv ed pac k ets.

signal qualit y analyzer The purp ose of the signal qualit y analyzer is to normalize and

analyze the SQs. It can use a v erages of the signal qualities and decrease, increase or

balance priorities.

signal qualit y collector Collects receiv ed SQs in to a SQ history .

signal qualit y history Receiv ed SQ history . The history is k ept in a FIF O bu�er.

signal qualit y sensor Lo cated in a net w ork device and can measure the receiv ed and

sen t signal strengths.

signal qualit y tap e (SQT) A �le that con tains signal qualit y and timestamp v alue

pairs.

smo oth hando� A seamless and soft hando�.

soft hando� In soft hando� the MN can hear b oth the old and the new MA when

switc hing the comm unicating MA (see also hard hando� ).

SQT set A set of SQT �les that w ere recorded in the same session.

switc hing F A (SF A) A F A that replies to the MN in lo calized lo cation up dates.

T ransmission Con trol Proto col (TCP) Belongs to the In ternet proto col family . This

proto col is on top of the IP and pro vides connection orien ted services.

triangle tunneling Used when the MN do es not route outgoing pac k ets via HA to the

CNs.

tunneling Used when pac k ets are encapsulated in to an another pac k et as the pa yload.
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t w o-phase hando� During the hando� up and do wnstream routes are handled sepa-

rately .

upp er tunnel An IP-in-IP encapsulated data path to the upp er MA (see also lo w er

tunnel).

User Datagram Proto col (UDP) A proto col that b elongs to the In ternet proto col

family . This proto col is on top of the IP proto col.

v ertical hando� A hando� to wireless o v erla y net w ork with di�eren t cell size and link

lev el tec hnology .

visiting net w ork (VN) The net w ork that MN is curren tly visiting. A VN is also a FN

(see also FN).

wireless lo cal area net w ork (WLAN) Wireless net w orks that are suitable for exam-

ple in the o�ce en vironmen ts. The IEEE 802.11 standard is an example WLAN.

wireless medium (WM) Uses air in terfaces to deliv er data b et w een no des in the wire-

less net w ork.



Chapter 1

Intro duction

V arious p ortable computing devices suc h as laptops, handheld computers, and other p er-

sonal digital assistan ts (PD As) with net w orking capabilities increases the demand for

seamless comm unication b oth in wired and wireless net w orks. Increased use of m ulti-

media con ten t with mobile computers mak es seamless comm unication, an essen tial and

required feature exp ected in mobile connections. Practical mobilit y managemen t should

pro vide a seamless hando� where the user do es not observ e comm unication disruptions.

In ternet Proto col (IP) [1] based mobilit y managemen t implemen tations ha v e tradi-

tionally ignored link la y er information with this resp ect. Ho w ev er, man y link la y er tec h-

nologies pro vide signal based information that can b e used b y the net w ork la y er mobilit y

con trol.

T raditionally , a user do es not need to kno w the comm unication partner that pro vides

the connection to the In ternet. This is con v enien t but causes some restrictions to the

system. When the user has sev eral p ossibilities for connecting to the In ternet she ma y

w an t to c ho ose or c hange the comm unication partner dynamically . F or example, the

cost, bandwidth, and a v ailable services ma y cause the user to c hange the comm unication

partner, or more precisely the p olicy for c ho osing the gatew a y to the In ternet.

1



CHAPTER 1. INTRODUCTION 2

1.1 Structure of the thesis

This thesis is constructed as follo ws. Chapter 2 explains the comm unication a v ailabilit y

problem with Mobile IP in wireless lo cal area net w orks (WLANs) and the criteria for

an e�cien t solution. It also in tro duces the concept and general terms of the Mobile

IP . Chapter 3 describ es related w ork. It is divided in to t w o sections as is the solution

for the problem. The �rst section discusses net w ork lev el hando�s and the second one

hando� prioritization and hando� p olicies. Solution is presen ted in Chapter 4. Deep er

asp ects of the solution and detailed implemen tation is handled in Chapter 5. Ev aluation

of the system and di�eren t p erformance tests are describ ed in Chapter 6. Finally , in the

Chapter 7 I presen t conclusions.



Chapter 2

Communication availabilit y

2.1 The Mobile IP concept

Mobile IP [2 , 3 ] is a mo di�cation to the IP that allo ws no des to con tin ue pro cessing

datagrams no matter where they happ en to b e attac hed in In ternet with the same reac hable

IP address. Con trol messages allo w IP no des in v olv ed to manage their IP routing tables

reliably .

Mobile No de (MN) is a host that can c hange the p oin t of attac hmen t from one

net w ork or subnet w ork to another without c hanging the IP address. It ma y con tin ue to

comm unicate with other In ternet no des called corresp onden t no des (CN), at an y lo cation

using the same IP address, assuming link-la y er connectivit y to a p oin t of attac hmen t is

a v ailable. Home agent (HA) is a host in the home net w ork (HN) of the MN. It tunnels

datagrams for deliv ery to the MN when MN is a w a y from home and main tains curren t

lo cation information for the MN. F or eign network (FN) is an y other net w ork than the HN

of the MN. The FN, where the MN is curren tly visiting is called visiting net w ork (VN). A

for eign A gent (F A) is a host in a FN. It pro vides routing services to the registered MNs

in the FN. F As deliv er decapsulated datagrams to the MNs tunneled b y the HA and they

ma y also act as default routers for registered MNs.

The pac k ets that HAs and F As route to the registered lo cation of the MN m ust b e

k ept in tact. This is done b y placing the original pac k et within another pac k et. The outer

pac k et con tains IP address of the next hop route to the registered lo cation of the MN.

3



CHAPTER 2. COMMUNICA TION A V AILABILITY 4

CN

HA

MN
Internet

Figure 2.1: Basic Mobile IP

The receiv er of the encapsulated pac k et can then un wrap the outer pac k et to retain the

original inner pac k et in tact. This metho d of encapsulating IP [4] pac k ets within other

IP pac k ets is called IP-within-IP , and the routing of pac k ets with the aid of the wrapp er

pac k ets is called tunneling [5 ]. A F A is capable to tunnel pac k ets in b oth directions, from

the MN to the HA and from the HA to the MN.

The MN is the mobile computer where the user w an ts to ha v e the In ternet a v ailable.

In addition, she w an ts to b e reac hable from other computers, ev en while visiting other

net w orks. The IPv4 asso ciates addresses with a certain p oin t of attac hmen t somewhere

in the In ternet. All pac k ets destined to a particular computer will b e routed through the

�xed net w ork. T o let the MN mo v e to other net w orks, there m ust b e a w a y of routing the

pac k ets arriving at the HN to the lo cation of the MN in the VN. F or this purp ose, eac h

HN has a HA.

HA should alw a ys b e a w are of the curren t lo cation of eac h registered MN. This is

ac hiev ed b y making the MN register to the HA eac h time it c hanges the p oin t of attac hmen t

in the In ternet. Eac h MN can register one of it's IP addresses only to one HA at the time.

Figure 2.1 sho ws situation where there is no F A but the MN is registered to the HA

directly and comm unicates with the CN via the HA.

When the pac k et latency b et w een a HA and a MN is high the registration for the

MN with the HA can tak e to o m uc h time. This can happ en when the HA is far a w a y

and the MN is receiving real-time stream. If MN c hanges the p oin t of attac hmen t while
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receiving the stream, it can tak e a while for the HA to receiv e the registration from the

MN, and the mobile user w ould observ e an anno ying gap in the video stream.

With the aid of the F As, HA only needs to kno w under whic h F A the MN is in care

of, i.e. the MN registers with the HA the lo cation of the F A. The address for this F A is

called c ar e-of addr ess (CA). When the MN mo v es it registers the new F A with the HA.

2.2 Imp roving communication availabilit y

In this thesis, I will consider the problem of comm unication a v ailabilit y under signal qualit y

(SQ) based hando� managemen t (HM) in wireless lo cal area net w orks with Mobile IP .

The comm unication a v ailabilit y is readiness for usage [6 ]. Comm unication a v ail-

abilit y is de�ned at lo cation l as the abilit y of the serv er to deliv er the service that ful�lls

and main tains the requiremen ts of service qualit y to the MN. I measure this b oth from

the p oin t of mobile users and the net w orks.

Signal qualit y giv es information ab out the abilit y to transfer information in the

wireless data path.

Hando� is an ev en t that o ccurs b et w een comm unicating mobilit y agen ts (MAs)

and a MN. A t least three no des are in v olv ed in a hando�; one is the MN and the other

t w o are the old and the new MA. Hando� starts when the decision for c hanging the MA

is made and �nishes when the MN has c hanged the MA. Th us a hando� is the pro cess

during whic h a no de is \handed o v er" b et w een t w o designated MAs [7 ]. During hando�

the MA that is resp onsible of routing the pac k ets to and from MN is c hanged.

In soft hando� [8 , 9] the MN can comm unicate with b oth the new and old MA while

p erforming hando� b et w een them. This is not p ossible in har d hando� [9 ], b ecause the

MN can listen only one MA at a time.

Network c ontr ol le d hando�s (NCHO) are hando�s where the net w ork mak es the

hando� decision. In mobile assiste d hando� (MAHO) the MN mak es the hando� decision

together with the net w ork and in the mobile c ontr ol le d hando� (MCHO) mobile no de
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decides b y itself when to mak e hando�s. [10 ]

One metho d to separate MCHOs is to divide them in to forwar d and b ackwar d hand-

o�s [9 ]. In bac kw ard hando� the MN sends the hando� request to the curren t MA of the

MN. In forw ard hando� MN initiates the hando� b y sending request to the new MA.

Wireless net w ork in terfaces can ha v e di�eren t cell sizes, for example in-ro om, in-

building, campus, metrop olitan, and regional. Wir eless overlay networks are a com bina-

tion of wireless net w orks that ha v e di�eren t cell sizes. If the wireless net w ork in terface and

the cell size is c hanged during the hando� pro cess, this is called a vertic al hando� [11 ],

otherwise a horizontal hando� where old and new MA uses same radio tec hnology . De-

p ending on the cell size hando�s can b e classi�ed in to macr o, micr o , and pic o hando�s .

Macro lev el cells ha v e at least sev eral kilometers long radius and lo w er bandwidth than

micro cells or pico cells. The radius in micro lev el cells is in tens or h undreds of meters

and with pico lev el cells the radius is in meters.

Hando� management includes the pro cedures and required information needed to

mak e hando�s. In this thesis it is done in the net w ork la y er. The hando� managemen t

problem can b e divided in to t w o subproblems. In MCHO the MN has to b e a w are of

a v ailable MAs and the services they o�er. This can b e expressed as mobility agent dete ction

(MAD) problem. Secondly , the mobility agent sele ction (MAS) problem arises when MN

detects sev eral MAs and requires comm unication a v ailabilit y . One of the detected MAs

has to b e selected. Comm unication a v ailabilit y requires routing of the signaling messages

that the hando� managemen t m ust tak e care of.

2.3 Criteria

The criteria for the solution should b e ful�lled at least with one MN in the system.

Minimal impact on data transmission

In the ideal situation the hando� is transparen t and has no impact on the data transmis-

sion. This means that the throughput and latency of the routed pac k ets are not a�ected



CHAPTER 2. COMMUNICA TION A V AILABILITY 7

b y the hando� managemen t. Sessions are main tained and no pac k ets are lost. The mobile

user do es not notice an y di�erence whether the hando� managemen t is used or not. Min-

imal impact on data transmission can b e measured with throughput analysis, signaling

latency and pac k et loss measuremen ts.

T olerance fo r congestion

The solution should tolerate congestion. Congestion o ccurs when the data path is fully

used and there is demand for more capacit y . The w ord \tolerate" means that the MN and

the MA are able to comm unicate with eac h other. This can b e measured with signaling

latency under hea vy load on the data path generated b y the MAs and the MN.

E�ciency

The solution should b e e�cien t. An e�cien t solution uses the radio bandwidth sparingly .

Signaling messages are small and the signaling itself is ligh t w eigh t. This can b e measured

with the n um b er and size of the signaling messages required in the hando� managemen t

proto col.

MN should use the MA with b est communication availabilit y

T o measure comm unication a v ailabilit y readiness of the service m ust b e measured. Readi-

ness of the service is related to the throughput and pac k et latency of the comm unication

path. Smaller latency indicates b etter readiness. Higher throughput giv es b etter readiness

for services that require more bandwidth. Throughput and latency can b e used to measure

this criteria.

Indep endence of the underlying radio technology

The solution should not b e dep enden t on the ph ysical c haracteristics of the underlying

radio tec hnology . This can b e measured b y iden tifying the la y er in whic h the solution is

functional.
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Mo dula r no de selection system

Flexibilit y to add new and mo dify existing no de selection p olicies a�ects most the imple-

men tation. No de sele ction p olicy is a set of rules that a�ect the hando� decision. The

implemen tation should b e mo dular and easy to impro v e. This in v olv es clear in terfaces

b et w een mo dules and data 
o ws.



Chapter 3

Related w o rk

Hando�s ha v e b een studied widely in recen t y ears. G. P . P ollini presen ts an o v erview of

published w ork on hando� p erformance and con trol [12 ]. He also discusses curren t trends

in hando� researc h. F urthermore, he also presen ts di�eren t hando� metho ds based on

signal strengths. Challenges in seamless hando� design in mobile m ultimedia net w orks

are handled b y L. T a ylor et al. [13 ].

Mobile IP is not sp eci�cally planned to supp ort micro mobilit y [3] and it has not b een

considered to b e a go o d solution for net w ork-lev el micro mobilit y [14 , 15 , 16 , 17 ]. Th us,

sev eral micro mobilit y prop osals with and without Mobile IP ha v e b een in tro duced [18 ,

19 , 20 ]. M. Stemm and R. H. Katz describ es v ertical and horizon tal hando�s in [11 ]. C.

T oh et al. presen ts di�eren t hando� proto col design issues in [21 ].

3.1 Net w o rk level seamless hando�s

If the user or a program that uses the net w ork bandwidth do es not notify the hando� b y

only examining the data stream o v er the net w ork, the hando� is said to b e se amless . In a

glitchless hando� dela ys due to the hando� are eliminated from the data stream. Multicast

and bu�ering are the most used metho ds to pro vide seamless and glitc hless hando�s. R.

C� aceres and V. N. P admanabhan describ e a bu�er based solution with four-pac k et bu�er

in the access p oin t (AP) [15 ]. In their hando� proto col MN initiates hando�s and the

new AP sends a notify message to the old AP when the MN has mo v ed. Their test no des

9
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in the system used IP addresses from the same subnet. Pro xy and gratuitous ARP [22 ]

messages w ere used in the wired side of the APs to route pac k ets to the righ t AP . Beacon

p erio d v aried b et w een 10ms and 1s.

K. Bro wn and S. Singh researc hed User Datagram Proto col (UDP) [23 ] for mobile

cellular net w orks and the results for the bu�er based solution are in [14 ]. They use Mobile

IP together with bu�ered UDP pac k ets and ac hiev e a 50% increase in throughput with M-

UDP compared to UDP . Bakre's and Badrinath's similar w ork with T ransmission Con trol

Proto col (TCP) [24 ] can b e found in [25 ]. They split the TCP connection in to wireless

and wired parts to get b etter throughput.

C. P erkins and K-Y. W ang presen t a sc heme for optimized smo oth hando�s in [26 ].

They use bu�ering with Mobile IP as a basis for the hando�. F As bu�er pac k ets for MNs

and when the MN switc hes F A the old F A is signaled to send the bu�ered pac k ets to

the new F A whic h then forw ards the pac k ets to the MN. P ac k et iden ti�ers are used to

eliminate duplicate pac k ets sen t to MN. P ac k et bu�er is required for ev ery MN and in

m ultiple APs. This increases the requiremen ts for resources and decreases the scalabilit y

of the system.

K. Keeton et al. presen t an incremen tal reestablishmen t sc heme, whic h mo di�es an

existing connection b y establishing only the p ortion of the c hannel b et w een the AP and

the MN where the old and new c hannels w ould div erge [27 ]. They also presen t m ulticasting

supp ort for hando�s. Multicasting-based solution for hando�s in the In ternet is describ ed

b y Ja y an th Mysore and V aduvur Bhargha v an [17 ]. Ev ery MN has a unique m ulticast

address and pac k ets destined to MNs ha v e this m ulticast destination address. P ac k ets from

the MN ha v e unicast destination addresses. Neigh b or m ulticasting routers join to the same

m ulticast address as the MN. When MN initiates hando� with new AP it is already in the

m ulticasting address of the MN and th us the hando� can b e made seamless. C. L. T an et

al. describ e a fast hando� sc heme for wireless net w orks using a m ulticast based hando�

in [16 ]. They describ e a domain F A (DF A) whic h assigns a m ulticast address unique
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within its domain to eac h MN. The domain F A has logically man y APs in the lo w er lev el.

Th us, the approac h can b e seen to ha v e a t w o lev el hierarc h y . The AP in whic h the MN

is connected to has joined to the m ulticast group of the MN and activ ely forw ards pac k ets

to the MN. Adjacen t APs ha v e also joined to the same m ulticast group but do not send

pac k ets to the wireless net w ork. The hando� is similar to the hando� in [17 ] describ ed

ab o v e. The Ph.D. thesis of S. Seshan [28 ] and the pap er of H. Balakrishnan, S. Seshan

and R. H. Katz [29 ] fa v or m ulticast based hando� solutions also.

H. Balakrishnan et al. [29 ] and the thesis from Seshan [28 ] in tro duce also a sno op

mo dule that listens TCP tra�c b et w een the AP and MN. The idea of the sno op mo d-

ule is to resend pac k ets that w ere lost b et w een the MN and the AP b y monitoring the

ac kno wledgmen ts to TCP pac k ets generated b y the receiv er.

The dra wbac k in m ulticast solutions is that m ulticasting has to b e supp orted b y the

routers and the net w ork bandwidth is w asted since the data stream is duplicated to sev eral

APs. The APs ha v e to allo cate resources for ev ery MH that is directly connected to it or to

the adjacen t APs. Th us, resources are not used e�cien tly . The bu�ering in APs ma y also

a�ect the pac k et routing latency b et w een CN and MN. Additionally , if m ulticasting and

bu�ering are used together the resource requiremen t b ecomes more demanding. In this

kind of a scenario the wired net w ork has to b e capable of handling more bandwidth than

the wireless net w ork. This is not a problem if the bandwidth di�erence is considerably

high. T o da y , esp ecially in wireless lo cal area net w orks the bandwidth is increasing. A

problem is that the cell structure of the wireless net w orks and the man y radio c hannels

mak e it p ossible to o v erload the wired core net w ork m ultiple times the wireless bandwidth.

3.2 Hando� p rio ritization and p olicies

S. T ekina y and B. Jabbari describ e a measuremen t prioritization sc heme for hando�s in

mobile cellular net w orks [30 ]. The prioritization is made in the wired net w ork side. S.

T ekina y et al. illustrates ho w the SQs can b e used to prioritize hando�s to get b etter
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p erformance from the system. A daptation and Mobility in Wir eless Information Systems

b y R. H. Katz [8 ] presen ts generally the problem of impro ving comm unication through sit-

uation a w areness. N. D. T ripathi et al. discuss ab out the hando�s in cellular systems [31 ].

They state that a hando� algorithm with �xed parameters cannot p erform w ell in di�eren t

system en vironmen ts. Hando� prioritization sc hemes are describ ed and the prioritization

is based on the signal qualit y .

Di�eren t prioritization sc hemes are related to the hando� p olicies. H. J. W ang et

al. in tro duce hando� p olicies that tak e in to consideration man y di�eren t asp ects of the

hando� [32 ]. F or example, p erformance, p o w er consumption, and cost could b e measured

and compared to calculate the b est wireless system at an y momen t. W ang concludes

that \P olicies on what the 'b est' reac hable net w ork is, and when to hando� to it, can b e

complex to sp ecify" and that \A single, hard co ded p olicy is sub optimal" [32 ]. Di�eren t

net w ork tec hnologies di�er in bandwidth, latency , p o w er consumption, connection setup

times, v arious hin ts, and p ossibly their c harge mo del. H. J. W ang et al. in tro duce a p olicy

calculation function that uses di�eren t cost parameters as input and pro duces the total

cost of the net w ork. The total cost can also b e though t as the priorit y for the net w ork.

In addition APs ma y also ha v e di�eren t priorities whic h H. J. W ang et al. do not handle

in their pap er. They separate the net w orks but do not separate di�eren t APs in the same

net w ork. More generally , the separation of di�eren t APs and the di�eren t services these

ma y o�er is not considered.

H. J. W ang et al. describ e a hando� sync hronization problem [32 ]. If sev eral MNs

are using the same p olicy in the same place, they ma y c hange the net w ork sim ultaneously

and a�ect the dynamic parameters of the net w ork. These parameters a�ect the p olicy

and th us ma y cause MNs to oscillate b et w een di�eren t net w orks. This can also happ en

b et w een APs in the same net w ork. As the solution for this problem H. J. W ang et al.

in tro duce a stability p erio d . It is a time p erio d that the MN w aits b efore initiating a

hando�. The reason for this time p erio d is stabilization. W ang concludes that \Only if a
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net w ork is consisten tly b etter than the curren t one in use for the stability p erio d do es the

mobile host p erform hando� " [32 ]. This kind of approac h adds latency to the hando�.



Chapter 4

Mobilit y agent switching

Mobile IP prop oses a macro mobilit y solution for the mobilit y problem. Therefore, I

am using it as a basis for the solution to the problem describ ed in Chapter 2. More

precisely , the HUT Dynamics Mobile IP is used for the mobilit y managemen t to ac hiev e

comm unication a v ailabilit y . The hierarc hical structure of HUT Dynamics pro vides an

e�cien t platform for fast macro mobilit y [33 ].

The MN mak es hando� decisions and the F A hierarc h y assists the MN in the hando�

managemen t. This mak es it p ossible for the MN to use di�eren t hando� p olicies indep en-

den tly of the MAs. Th us, the solution uses MCHO sc heme. Hando� p olicies are describ ed

in Section 4.3. MN can compare di�eren t MAs and gather information ab out them from

agen t adv ertisemen ts. MNs ma y use di�eren t p olicies and criteria to c ho ose comm unicat-

ing MA. The disadv an tage of the MCHO is that MN has to supp ort hando� managemen t.

This includes abilit y to mak e hando� decisions and initiate hando�s. With NCHOs the

access net w ork is resp onsible for hando�s and the MN can b e made simpler.

The whole idea for mobilit y lies on the mobility management system whic h includes

also the hando� managemen t. I divided the system in to MA dete ction and MA sele ction .

Figure 4.1 sho ws the data 
o w in the mobilit y managemen t system. MA detection includes

signal quality sensor and signal quality c ol le ctor . No de sele ctor and signal quality analyzer

b elong to the MA selection part of the hando� managemen t. Signal quality history data

is used b y b oth of the MA selection and MA detection. No de information data con tains

14
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Figure 4.1: Data 
o w

information ab out F As that the MN has receiv ed in the agen t adv ertisemen ts. This in-

formation storage is used and up dated b y the MA selection comp onen t. The concept is

clari�ed b elo w.

4.1 MA detection

The expiration of the agen t adv ertisemen ts in Mobile IP pro vides a metho d for MA de-

tection. MN receiv es adv ertisemen ts from MAs and kno ws whic h MAs are a v ailable. The

agen t adv ertisemen t lifetime is the maxim um length of time that the adv ertisemen t is

considered v alid in the absence of further adv ertisemen ts [3 ]. It is used to get some resolu-

tion for mobilit y in time. If MN mo v es it can detect mo v emen ts from the adv ertisemen ts.

Either it do es not receiv e agen t adv ertisemen ts from certain F As an ymore, or adv ertise-
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men ts itself con tain some information from whic h MN can notice the mo v emen t. This is

su�cien t in wired static net w orks, where the MN is switc hed from one subnet to another,

but in WLANs the mo v emen t and th us mobilit y is di�eren t. In a WLAN the mobile user

is able to mo v e inside the wireless cell of the MA without losing connection to it. The MA

is acting also as an AP for the MN. If the MN is in range of sev eral MAs it has to decide

whic h one to use as a gatew a y for the comm unication with CNs. When the mobile user

mo v es outside the curren t MA MN has to initiate a hando� with a new MA.

Signal qualit y collecto r

If a SQ sensor is a v ailable the solution has m uc h more p ossibilities. SQ sensor monitors

the link qualit y to other no des in range. SQ is measured from receiv ed pac k ets and is

related to the data throughput b et w een signal source and receiv er.

SQ collector is a comp onen t that reads in the SQ v alues from the SQ sensor. V alues

are con v erted in to a more general form and stored in a signal quality history data stor-

age. Con v ersion is needed to supp ort di�eren t kinds of SQ sensors. Collector mak es the

con v ersion so that the data storage con tains comparable v alues from p ossibly di�eren t SQ

sensors. This simpli�es the SQ analyzer b ecause it do es not ha v e to b e a w are of di�eren t

SQ sensors.

Message handling

Connections, lo cation up dates and disconnects are handled in the message hand ling com-

p onen t. It receiv es all agen t adv ertisemen t messages, parses them and sa v es the informa-

tion in to a no de information data storage. Message handling comm unicates with the no de

selector whic h con trols the lo cation up date decisions. When lo cation up date or connection

is made, the message handling comp onen t sends the registration request to the selected

MA and handles the receiv ed registration reply from the MA.
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4.2 MA selection

Mobilit y agen t selection is based on priorit y comparison. Priorities are mo di�ed and

analyzed in the SQ analyzer. No de selector mak es the �nal decision based on the priorit y

and curren tly used MA. Di�eren t mobility agent sele ction p olicies are used to help the

decision.

There is only one priorit y v ariable for eac h a v ailable MA. Priorities are based on the

SQ v alues receiv ed via the in terfaces with SQ sensor. With in terfaces that do not ha v e

SQ sensor a sp eci�c in terface priorit y is used as a basis for the MA priorit y . The whole

monitoring system is built up on the idea that di�eren t MAs can b e separated b y some

means related to the comm unication a v ailabilit y . Priorities ha v e b een c hosen to separate

the MAs in the monitoring system b ecause they are 
exible and abstract enough.

Priority b alancing (PB) tec hnique compares the b est MA candidate that has the

highest priorit y to the priorit y of the curren t MA. If PB o ccurs the priorit y of the curren t

MA is set to the same v alue as the v alue of the b est MA. When the b est MA candidate

has same priorit y than the curren t MA, the no de selector do es not mak e a decision to

c hange the MA. PB o ccurs if the compared priorities are close enough.

Priority de cr e asing te chnique (PDT) decreases the MA priorit y with a certain p er-

cen t v alue in the MA selection system. PDT uses triggers to mo dify the de gr adation

p er c ent value whic h is used to degrade the priorit y for the MA. The degradation p ercen t

v alue is increased ev ery time the PDT is triggered, un til the maxim um of h undred p er-

cen t is reac hed. The function for the degradation p ercen t v alue that the PDT uses is

exp onen tial. Priority incr e asing te chnique (PIT) is used with companion of PDT. It has

an opp osite e�ect to the PDT. The v alue of the degradation p ercen t v ariable is decreased

with PIT and increased with PDT. PIT is also trigger based. It m ultiplies the degradation

p ercen t v alue with a constan t fraction when triggered. Con�gur able interfac e priorities ,

SQ v alues, and SQ a v erages a�ect the priorit y of a MA, but also priorit y balancing, PIT,

and PDT are used to enhance the MA selection system.
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No de selecto r

No de selector is a simple comp onen t that compares the priorit y v alues. It comm unicates

with the message handling mo dule and decides if MN should c hange the MA. If c hange

decision is made, the no de selector giv es information ab out the no de it has selected to the

message handling comp onen t.

Message handling mo dule pro vides feedbac k for the no de selector. If the registration

pro cess is unsuccessful the no de selector has to decide what to do with the problem. The

MA can not b e used if the registration fails. After a time p erio d the MA ma y b ecome

functional and the MN should b e a w are of it in order to tak e adv an tage of it. The p ossibilit y

to separate functional and nonfunctional MAs increases the fault tolerance, e�ciency , and

functionalit y of the system.

If registration fails through the MA, the PDT is used to decrease the priorit y of the

MA. Ev ery time MA sends agen t adv ertisemen t PIT is used for that MA. This enables

MAs to b ecome slo wly a v ailable again. This tec hnique mak es the system more robust and

small temp orary failures in the MAs or the net w ork are b etter reco v ered.

Signal qualit y analyzer

Signal quality analyzer is the main comp onen t for the MA selection pro cess. It mo di�es

and prepares the priorities for the no de selector, whic h �nds the MA with highest priorit y

and handles the registration pro cess feedbac k.

4.3 Selection p olicies

No de selector uses certain rules to mak e selection decisions. The set of rules that a�ects

the no de selection pro cess is called a p olicy . Comparisons and selections are based on the

no de priorit y , whic h the p olicies mo dify to ac hiev e the needed results. The no de selector

pic ks up the no de that has the highest priorit y .

There are curren tly four di�eren t p olicies for the no de selector: e ager-switching,
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Figure 4.2: P olicy and con�guration pa rameter relations

newest-fa, e arly-expir e , and the default-p olicy . SQ analyzer con tains some con�gurable

parameters that are related with p olicies. Figure 4.2 illustrates the relationships b et w een

con�guration parameters and p olicies. The �gure also sho ws ho w the parameters are

conceptually related together, as explained in Section ?? .

Eager-switching

With e ager-switching the no de selector tak es the MA with highest priorit y and do es not

calculate an y a v erages from the link qualit y v alues. This means that the MA with imme-

diate highest SQ is used. Dep ending on the SQ sensor c haracteristics the SQ v alues for

the F As can v ary ev en the MN is not mo ving at all. Th us, frequen t lo cation up dates is a

c haracteristic for this p olicy .

Ea rly-expire

Ev ery agen t adv ertisemen t has a lifetime that starts from zero when a new agen t adv er-

tisemen t is receiv ed from the MA. The default p olicy is to use the agen t adv ertisemen t

lifetime expire en tries from the no de selector. Early-expir e p olicy uses expir ation-time

con�guration parameter to calculate the v alidit y for MAs in the no de selector. If the
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en try b ecomes older than the expiration-time, the old-F A-factor p ercen t v alue is used to

degrade the priorit y .

New est-F A

Newest-F A p olicy selects alw a ys the most recen tly detected MA and it acts lik e the default

p olicy when no new F As are detected.

Consider a situation where a MA is in an area where no other MAs are heard. The

MA can b e in a di�eren t radio c hannel than other surrounding MAs or there can b e a w all

b et w een the MAs that do es not pass the radio w a v es through. The mobile user can en ter

this area v ery quic kly from an area where man y MAs are heard. In our example this can

happ en when the mobile user c hanges radio c hannel or w alks around the dense w all. Due

to the nature of the expiration pro cess for the MAs, the no de selector will remem b er the

old F As when mobile user has en tered the new area.

When MN detects the F A in the new area, new est-F A p olicy sets the priorit y for

this F A at maxim um and th us the no de selector will select it. After the second agen t

adv ertisemen t from the new F A, the old F A en tries ma y not ha v e expired y et. The SQ

v alue is used as a basis for the priorit y for the new F A and at this p oin t it ma y b ecome

lo w er than the priorities of the old nonexpired F As. This brings up a problem for the MN.

After the second adv ertisemen t from the new F A the SQ analysis of the old F As ma y still

b e v alid, ev en they are not actually reac hable. If the no de selector selects one of the old

F As, it is clearly a mistak e since the MN can not comm unicate with it. Solution for this

problem is to set the priorities of the other F As to the lo w est p ossible, when new F A is

detected. Old F A priorities are restored with new agen t adv ertisemen ts from eac h of the

old F As. This prev en ts MN from registering to the old F As that ma y not b e reac hable

when new F As are detected. On the other hand, if some of the old F As are still reac hable

and heard, the priorities will b ecome normal with the next agen t adv ertisemen ts from

these F As.
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Default-p olicy

The default p olicy uses a v erages of the last receiv ed SQ v alues to calculate priorities for

di�eren t F As. The n um b er of SQ v alues used in the a v erage calculation is con�gurable.

The three other p olicies can b e com bined and with the default-p olicy , since they ha v e

sligh tly di�eren t e�ects. Di�eren t com binations mak e the system more 
exible. Eigh t

di�eren t com binations are listed in the T able 4.1.

T able 4.1: P olicy combinations

eager-switc hing new est-F A early-expire

ON OFF OFF

ON OFF ON

ON ON OFF

ON ON ON

OFF OFF OFF

OFF OFF ON

OFF ON OFF

OFF ON ON



Chapter 5

Enhancing HUT Dynamics Mobile IP

In this c hapter I explain the implemen tation that has b een done for this thesis. It is built

in to the HUT Dynamics Mobile IP soft w are, whic h is a hierarc hical Mobile IP soft w are. I

ha v e enhanced and further dev elop ed it.

The implemen tation is comp osed of MA selection and MA detection systems, in ter-

face handling in MN, device driv er enhancemen ts and sev eral enhancemen ts in to the F A

and MN comp onen ts. Sev eral to ols w ere pro duced to help the testing pro cess. I dev elop ed

and implemen ted r e c or d and r eplay testing metho ds to supp ort extensiv e testing. Some

lo w er lev el mo dules and to ols w ere also created and enhanced.

5.1 Base implementation

Mobile IP implementation

The HUT Dynamics Mobile IP [33 ] system has b een dev elop ed in Helsinki Univ ersit y of

T ec hnology (HUT). It is a scalable and hierarc hical Mobile IP implemen tation for the

Lin ux op erating system [34 ]. Dev elopmen t started in Octob er 1998 in a studen t group

of a soft w are engineering course in HUT. After the course ended in spring 1999 HUT

Dynamics has b een further dev elop ed.

In a hierarc hical Mobile IP sev eral F As are put in to FNs, so that the F As mak e up a

hierarc hical structure (Figure 5.1). The registrations need to tra v el only a minimal distance

when the MN has already registered via the F A hierarc h y . HUT Dynamics supp orts

22
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Figure 5.1: Hiera rchical fo reign agents

arbitrary n um b er of F As and hierarc h y lev els. It is also p ossible not to use F As at all. In

this scenario the MN registers directly with the HA [33 ].

T unneling mo des

The tunnel is established b et w een the HA and the registered lo cation of the MN. T unnel is

built with segmen ts b et w een the HA and the ro ot F A, b et w een eac h F A in the path do wn

to the lowest F A (LF A). In F A de c apsulation mo de the LF A decapsulates the encapsulated

pac k ets and sends them directly to the MN. A tunnel ma y also con tin ue do wn to the MN.

This is called MN de c apsulation mo de, since MN decapsulates the tunneled pac k ets.
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Op eration Overview

If MN decapsulation is used the MN needs a c o-lo c ate d c ar e-of-addr ess (CCO A) in the FN.

In MN decapsulation mo de the tunnel endp oin ts are b et w een the MN and the HA. With

F A decapsulation the home IP address of the MN is su�cien t for registration and tunnel

endp oin ts are b et w een LF A and HA.

When MN mo v es to the FN the r e gistr ation pr oto c ol (RP) is used for registration

with HA. RP is implemen ted hierarc hically and the mobilit y binding is created through

the F A hierarc h y step b y step. This allo ws eac h F A on the path from MN to the HA to

examine if they already ha v e a binding for the sp eci�ed MN. This allo ws them to p erform

lo cal lo cation up dates. F or a new registration, the proto col reac hes the HA whic h then

con�rms the mobilit y binding creation [33 ].

T unnels are created from ro ot do wn w ards after the MN has prop erly b een authen-

ticated b y the HA. During registration, the MAs agree on the lifetime for the tunnel. A

k eep-aliv e proto col is used to k eep the tunnel op en and refreshed w ell b efore the lifetime

of the tunnel expires [33 ].

During tunnel creation eac h MA stores information ab out the next MA in upstream

and do wnstream directions for eac h tunnel. This information is called mobility binding [2 ]

and it allo ws pac k et forw arding to the next MA.

An ac c ess p oint (AP) is an en tit y that has the station functionalit y and pro vides

access to the distribution services, via the wir eless me dium . When MN mo v es to another

place in the FN and connects to a new AP , the RP is executed again. This time a lo c alize d

lo c ation up date [33 ] is p erformed in the F A hierarc h y . This includes creating new tunnels,

if needed, to the new path lo cation of the MN. Switching F A (SF A) is the F A that replies to

the registration request of the MN. Lo calized lo cation up date is illustrated in Figure 5.2.
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Figure 5.2: Lo cal registration up date

Securit y

HUT Dynamics Mobile IP supp orts secure signaling through authen tication and repla y

protection mec hanisms. A separate session k ey (SK) managemen t proto col and Dynamics-

sp eci�c v endor extensions [35 ] are used to supp ort secure lo calized lo cation up dates in

the F A hierarc h y . MAs ma y ha v e precon�gured securit y asso ciations, whic h are used to

authen ticate the signaling pac k ets.

HA acts as a SK distributor for the F A hierarc h y and MN. SK managemen t proto col

is used to distribute the SK in to registered path of the MN, whic h includes HA, F As in

the path and the MN [33 ]. If the securit y asso ciation exists the SK can b e encrypted with

the help of shared secret and th us man-in-the-middle st yle attac ks can b e prev en ted. If

no securit y asso ciation is set for a certain F A-F A pair, public k ey encryption (RSA [36 ])

is used [33 ]. SK managemen t proto col a�ects the p erformance of the system, b ecause

securit y calculations m ust b e made and authen tication extensions m ust b e sen t with the

signaling pac k ets.

P olicy routing

In In ternet IP usually routes pac k ets in a host b y host basis, that is, b y next-hop r outing .

Routers are hosts that forw ard IP pac k ets based on the IP addresses. HUT Dynamics is

hea vily based on p olicy r outing (PR) in the Lin ux op erating system. In the con text of this
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thesis PR refers to p olicy-based pac k et �ltering and forw arding [37 ] in Lin ux.

The PR rules use the kno wledge of incoming and outgoing net w ork in terfaces and

the source and destination addresses of IP pac k ets. Other information ma y also b e used for

routing decisions, e.g. the �rew all c hain in the Lin ux can mark pac k ets. The routing co de

can use this mark to mak e routing decisions. F urther, tra�c con trol in the Lin ux enables

the use of tra�c 
o ws that can b e iden ti�ed b y 
o w iden ti�ers. These 
o w iden ti�ers can

b e used to decide the route for the pac k ets.

PR implemen tation of Alexey Kuznetso v in the Lin ux k ernel supp orts sev eral routing

tables. Routing table is a list of routing en tries that are applied to the curren tly routed

pac k et one b y one un til matc hing routing table en try is found.

R outing R ules (RR) are used to decide whic h routing table to use for the pac k et. The

rule list is also scanned from the b eginning to the end. The �rst matc hing rule is applied.

By default, there are three rules in the Lin ux k ernel. Rules are indexed with preference

n um b er and the rule with smallest preference is made the �rst en try in the list. New rules

can b e added with preference n um b er. With one rule y ou can mak e routing decisions

based on the source and destination addresses of the IP pac k et, incoming device, t yp e of

service �eld of the IP pac k et and �rew all mark. The e�ects of the matc hing rules di�er.

Eac h rule has an action part. If matc hing rule is found the pac k et is further pro cessed b y

the action part. Action usually con tains p oin ter to one of the routing tables, whic h means

that the pac k et is routed based on the routing en tries in that particular table. Belo w is

an example of the routing rules.

0: from all lookup local

32764: from 130.233.193.94 iif eth1 lookup 2

32765: from all iif TUNL0 lookup 1

32766: from all lookup main

32767: from all lookup default

T unnels, RRs, and routing tables mak es p ossible to route pac k ets from MN to CN

through the F A hierarc h y and HA without an y mo di�cations to the default routing engine.

F A uses a separate routing table for MNs. This minimizes the e�ects of the F A in the host



CHAPTER 5. ENHANCING HUT D YNAMICS MOBILE IP 27

Signal quality
collector

Monitored signal
quality recorder

Signal quality 
analyzer

Message
handling

Node
selector

User space

Kernel space

Hardware
Signal quality
sensor

Dynamics MN
tool

MN

Monitor

Interface information
daemon

environment
replayer

Signal quality

recorder

Signal quality

environment 

Figure 5.3: MN a rchitecture

when it is used for an y other routing purp oses.

5.2 MN a rchitecture

The MA detection and the MA selection systems are included in the monitor c omp onent

that is attac hed in to the MN. Interfac e information daemon (I ID) is a separate en tit y

that comm unicates with MN and it b elongs to the in terface handling category . Signal

quality envir onment r e c or der and signal quality envir onment r eplayer are used for testing

purp oses and are explained in the Chapter 6. Figure 5.3 illustrates the arc hitecture.

A sp ecial handler mec hanism w as dev elop ed to supp ort ho oks for di�eren t events

in the MN. Receiv ed agen t adv ertisemen ts and inserted/remo v ed in terfaces generate suc h

ev en ts. The dev elop er can dynamically register or unregister ho oks for the ev en ts at an y

time, but the calling order for the ho oks is �xed to the same as the registration order.

This could b e easily enhanced to supp ort ho ok prioritization. Figure 5.4 illustrates the

ev en ts used in the Monitor mo dule.

Ev en ts are categorized in to t w o main categories: interfac e-events and F A-events .

New categories can b e added. In terface ev en t category includes interfac e up dete ction
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(INTERF A CE INIT) and interfac e down dete ction (INTERF A CE DO WN) ev en ts. F A

category includes F A advertisement expir ation (F A AD V EXPIRE), F A advertisement r e-

c eption (F A AD V RECEIVE), and get b est F A c andidate (F A GET). T able 5.1 sho ws the

ev en ts and assigned ho oks.

INTERF A CE INIT ev en t related handlers are called when new in terfaces are de-

tected. INTERF A CE DO WN ev en t related handlers are called when the in terface go es

do wn. Comm unication through the device is not p ossible when it go es do wn. PCM-

CIA [38 ] based devices suc h as net w ork in terface cards are a go o d example of remo v able

devices.

MA detection system k eeps information ab out receiv ed agen t adv ertisemen ts in the

memory and remo v es the en tries when the lifetime has exceeded and no new adv ertisemen ts

from the F A are receiv ed. The handlers registered for the ev en t F A AD V EXPIRE are

called when the F A agen t adv ertisemen t lifetime expires. When new F As are detected

through receiv ed agen t adv ertisemen ts, handlers registered for the F A AD V RECEIVE

ev en t are called. F A GET handlers are called ev ery time a F A agen t adv ertisemen t is

receiv ed. F A GET handlers reinitialize, mo dify , and pro cess the F A priorities for the no de
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selector. The no de selector then compares the curren t MA priorit y with the MA with b est

priorit y .

T able 5.1: Event ho oks

Ev en t Ho oks

I N T E RF AC E I N I T mn default INTERF A CE INIT handler

monitor in terface up

I N T E RF AC E D O W N mn default INTERF A CE DO WN handler

monitor in terface do wn

F A AD V E X P I RE monitor del fa

F A AD V RE C E I V E monitor add fa

F A GE T mn default F A GET handler

monitor get fa

5.3 P olicy-based MA selection and detection

Figure 5.5 describ es the algorithm used in the MA selection. P olicies, priorities, and

con�gurabilit y a�ect the MA selection and detection in the MN.

Prio rities and no rmalization

The in terface priorit y is com bined with the priorities of eac h MA in the MA selection

system. The Monitor comp onen t can b e con�gured to giv e a w eigh t for the in terface

priorit y . By default, the in terface priorit y is used as the default priorit y for F As that are

reac hable via in terfaces without SQ sensor. With wireless in terfaces that are capable of

measuring SQ v alues no in terface priorit y is used but the SQ v alue is used to pro duce the

priorit y .

SQ v alues are queried with iwspy(8) io ctls [39 ]. An io ctl is a function that is

used for exc hanging information with the lo w er lev el driv er in the k ernel. The iwsp y

io ctls are implemen ted in the device driv er [40 ] and are de�ned in the Lin ux k ernel source

(lin ux/wireless.h) [34 ]. Other io ctls are also used to get information ab out the wireless

in terface parameters.

Di�eren t wireless in terface cards ma y pro duce di�eren t signal qualit y v alues. T a-
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ble 5.2 sho ws an example di�erence b et w een the IEEE (Institute of Electrical and Elec-

tronics Engineers, Inc.) 802.11 standard based wireless in terface card implemen tations

from Nokia and Lucen t. The IEEE 802.11 standard [41 ] sp eci�es that the SQ v alues ma y

v ary b et w een zero and 255. Additionally , there are t w o kinds of v alues that are used to

measure the wireless data path qualit y to the MA. The �rst is the SQ v alue and the other

one is the R e c eive d Signal Str ength Indic ator (RSSI) [41 ]. Both v alues are optional and the

exact meaning for these v ariables is not sp eci�ed in the IEEE 802.11 standard. The only

requiremen t is that they ha v e to b e comparable with eac h other in one implemen tation.

F or this purp ose, the SQ analyzer normalizes the priorities to a range from 0 to 100. The

maxim um v alue is queried from the driv er and is used to normalize the v alues.

After the normalization all MAs that are reac hable via di�eren t devices can b e

compared roughly since the normalization do es not tak e in to accoun t the di�eren t c harac-
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teristics of the SQ v alues of di�eren t cards. The scale ma y not b e linear compared to the

real signal to noise ratio. The normalization is not distorted if the scale is linear. But if

the scale is not linear the normalization distorts the SQ v alues. Figure 5.6 illustrates this.

F or accurate comparisons the compared normalized v alues should b e equally distorted.

Additionally , in some cards the SQ v alue ma y c hange rapidly while in other cards it

is quite steady .

T able 5.2: Signal qualities

Card t yp e Range Explanation

N ok ia C 020 0 - 63 relativ e v alues

Lucent W av eLAN 0 - 92 dB v alues

Con�gurable Monito r

Monitor con tains the F A selection mec hanism. It is used with wireless in terfaces that ha v e

SQ sensor. Monitor includes SQ collector that monitors the SQ v alues and k eeps a SQ

history in memory for further pro cessing in SQ analyzer.

In addition to di�eren t p olicies the monitoring system in MN is con�gurable. Con-

�gurable parameters include: thr eshold , min-b alanc e , expir e-p er c ent , old-F A-factor , worst-

min-time , worst-max-time , and aver age-length . Eac h parameter has a default v alue that
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can b e c hanged with the dynmn tool(8) con�guration to ol. Figure 4.2 sho ws the relations

b et w een the con�guration v ariables. By tuning the v alues w e can meet the requiremen ts

for di�eren t en vironmen ts and needs.

Agent expiration

The MA selection system c ho oses the comm unicating MA for the MN from a list of MAs.

Eac h en try in the list has a certain expiration time that is b ound to the MA agen t adv er-

tisemen t lifetime. This lifetime is three times the agen t adv ertisemen t in terv al whic h is

con�gurable in the MA. When the MA agen t adv ertisemen t lifetime is expired the en try

is remo v ed from the SQ collector and all information ab out the MA is cleared. The MA is

handled as newly detected next time an agen t adv ertisemen t is heard from it. In addition

to this the no de sele ctor can b e con�gured to use its o wn expiration metho d with early-

expire p olicy for the MA selection system. The expire-p ercen t con�guration parameter

v alue that is used to calculate the expiration time for the MA from the agen t adv ertise-

men t lifetime. After the calculated expiration time is exceeded the old-F A-factor is used

to decrease the MA priorit y . The idea b ehind this is that MAs ma y not b e reac hable when

the MN mo v es relativ ely to the MAs. T o sp eed up the MA detection this v ariable is used

to decrease the priorit y of the F As that are heard more seldom than the true F A agen t

adv ertisemen t in terv al is.

Threshold and minimum balance

MN c hanges MAs based on the priorities. The MA switching thr eshold is a p ercen t v alue

that is used in priorit y comparisons. If the curren t MA priorit y is at least thr eshold

p ercen ts of the compared MA, MN will not c hange the curren t MA, but priorit y balancing

is used.

When the compared priorit y is b elo w minimum b alanc e p ercen ts of the maxim um,

threshold is not used, but the MA with the highest priorit y is c ho osed. The b est v alue for

this v ariable dep ends on the underlying link la y er tec hnology .
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The numb er of monito red MAs

MA is monitored when the SQ v alues are measured from the receiv ed pac k ets of the MA.

The Lin ux k ernel limits the maxim um n um b er of MAs that the SQ collector can monitor

at the same time to eigh t. When SQ collector monitors maxim um n um b er of MAs and new

MA is detected some compromises ha v e to b e made. Either, one en try is dropp ed from the

curren tly monitored en tries in the SQ collector, or the new MA is discarded. When MA is

discarded it is not a v ailable for comparison with other MAs and th us a p oten tial candidate

for the comm unication partner is lost. This a�ects the comm unication a v ailabilit y .

When space is needed for the newly detected MA and all slots are reserv ed, the

follo wing pro cedures are tak en to drop one of the monitored MAs.

� If the MA is monitored, but no adv ertisemen ts are heard from it in worst maximum

time seconds it is mark ed old. Old en tries are dropp ed if new slots are needed for

newly detected MAs.

� If no old en tries are found then the en try with the w orst signal qualit y v alue is

dropp ed. The worst minimum time is a con�gurable parameter that tells the min-

im um time in seconds that the w orst en try has to b e in the SQ collector b efore it

can b e dropp ed.

A SQ cac he in the device driv er is a w a y to get rid of the limit in the Lin ux k ernel

for the maxim um n um b er of monitored no des. The purp ose for the SQ cac he is to use the

Lin ux k ernel limit in a di�eren t w a y . The SQ cac he mak es sure that the SQ is a v ailable

for at least for eigh t last receiv ed pac k ets. The problem in this approac h is that the SQ

v alues need to b e queried fast enough b efore the old v alues get replaced b y the new v alues.

Average length ( N )

a

i + N

=

P

N

j = i

a

j

N

(5.1)

SQ collector uses this con�guration v ariable to decide ho w man y last receiv ed SQ
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v alues are used in calculation of the SQ a v erage ( a ). If set to 1, the e�ect is the same as

with the eager-switc hing p olicy .

The greater the v alue for this v ariable is the slo w er the system is in detecting c hanges

in SQs, whic h is highly related to the comm unication a v ailabilit y . If the c hanges in prior-

ities with surrounding MAs is not detected fast enough the no de selector ma y not select

the optimal MA for the mobile user. On the other hand if w e use eager-switc hing or v alue

1 for the a v erage length, the system ma y o v er-react dep ending on the SQ sensor c harac-

teristics. The no de selector c hanges the MA more often than is really needed to main tain

or increase the comm unication a v ailabilit y . The Equation 5.1 sho ws ho w the a v erage is

calculated using the a v erage length.

5.4 Seamless hando�

The routing capabilities of the Lin ux op erating system ha v e b een used for routing and

tunneling of data pac k ets. An upp er tunnel in a F A is an IP-in-IP encapsulated data path

to the upp er MA. A lower tunnel in a F A is an IP-in-IP encapsulated data path to the

lo w er F A or, when in MN decapsulation mo de, to the MN. Figure 5.7 sho ws ho w t w o

tunnels, upp er and lo w er, are connected together so that the data pac k ets will go from

the lo w er tunnel to the upp er tunnel and vice v ersa. This is the basic mec hanism that the

in termediate F As (IF A) use to handle routing of data pac k ets to and from MNs. An IF A

is a F A that is at least one lev el up from the LF A and at least one lev el do wn from the

highest F A (HF A). HF A is a F A that is the ro ot for the F A tree hierarc h y .

Dela y ed deletion and enhanced message p ro cessing

I made some enhancemen ts similar to cac hing to sp eed up the signaling in F As. Delaye d

mobility binding deletion in F As is one of these optimizations. Another cac hing optimiza-

tion is the delaye d forwar d deletion in the SF A.

A forwar ding includes a rule, a route and a tunnel that together mak e up a tunneled

data path for pac k ets to and from the MN in the F A. With this optimization the lo cation
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Figure 5.7: An example pack et handling in a F A

up date time for the MN that is switc hing F As inside the same hierarc h y is faster. Also

some pac k ets that ma y b e under w a y in the data path will not get lost so easily .

Additionally , the registration reply pro cessing in LF As w as enhanced. When MN

receiv es the registration reply , it c hanges the default route to the new F A. In this stage

the F A hierarc h y m ust ha v e data path ready for pac k ets coming from the MN. Lik e in the

registration request pro cessing, the reply pro cessing in IF A w as enhanced. IF A creates

forw ardings do wn w ards after forw arding the request to the c hild F A. LF A can not do this

since the reply ma y reac h the MN b efore the forw arding is ready . LF A is an exception

to this enhancemen t and creates the tunnel with MN decapsulation to the MN b efore

forw arding the reply to the MN.

Jouni K. Malinen enhanced the tunnel managemen t in the F A hierarc h y [42 ]. In

F As the lo w er lev el tunnel device creation o v erhead is a v oided with tunnel devices that

are statically created on F A startup.

The Impact on Data T ransmission with Hiera rchical Mobile IP

While MN c hanges the curren t MA, the route for pac k ets to and from MN c hanges. This

requires routing up dates in MAs and MN. P ac k ets destined to MNs are encapsulated in

HA and decapsulated either in MN or in the lo w est F A. Figure 5.8 sho ws tunnels b et w een

F As and HA with r everse tunneling [43 ] and F A decapsulation. The HUT Dynamics F As

use explicit tunnels in b oth directions. This means that HF A and IF As ha v e to mak e one
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tunnel up w ards and another do wn w ards. LF A also uses the tunnel up w ards but do es not

mak e a tunnel do wn w ards if F A decapsulation is used with the MN.

When MN c hanges the LF A in Figure 5.8 the new LF A forw ards the request to the

next upp er F A. This IF A forw ards it again up to the SF A whic h notices that the do wn w ard

route for this MN has c hanged. SF A sends reply to the new lo cation of MN via the IF As

and LF A. Then it connects the lo w er tunnel to the upp er tunnel. Finally , it c hanges the

route for pac k ets destined for the MN and incoming from the upp er tunnel.

When IF A receiv es the reply from SF A, it con�rms the request and connects the

lo w er tunnel to the upp er tunnel as SF A did. IF A also adds a routing en try for the MN

so that pac k ets coming from the upp er tunnel go es to the righ t lo w er tunnel. When MN

receiv es the registration reply , it c hanges the default route to this new F A. This rises a

race problem. When the SF A c hanges the route to the new lo cation of MN, all pac k ets

destined for the MN will b e routed to this new path. Dep ending on the e�ciency of the

SF A and F As, net w ork latency and net w ork capacit y , the forw arding in the LF A ma y not

b e ready when the data already comes from the next higher F A to the LF A. This means

that some of the pac k ets in certain time p erio d do not ha v e a route to the MN. F urther

this means that the MN will not receiv e some pac k ets during the hando� and the deep er
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the hierarc h y is the bigger is the p ossibilit y for pac k et loss.

My solution for this problem is to enhance the functionalit y in the F A. It decreases

the lo cation up date latency . F ollo wing steps are tak en in the F A:

1. RECEIVE registration request

2. F OR W ARD request up w ards

3. create tunnel do wn w ards if LF A and F A decapsulation mo de in use

4. add route for pac k ets incoming from upp er

tunnel destined for MN to the lo w er tunnel

|

5. RECEIVE registration reply

6. if IF A F OR W ARD reply do wn w ards

7. connect tunnel up w ards

8. if LF A F OR W ARD reply do wn w ards

In the LF A the lo w er tunnel is created after the request has b een forw arded up w ards.

Inside the F A hierarc h y tunnels exist b et w een F As already . With this approac h the tunnel

creation do es not dela y the message pro cessing in LF A. Additionally , the data path is

ready for do wnstream pac k ets when the SF A switc hes the route. MN c hanges the default

route as b efore when the registration reply is receiv ed.

P ack et loss p revention without multicast o r bu�ers

Soft hando� is a p o w erful metho d to c hange the comm unicating MA. With soft hando�

MN can hear the old and the curren t F A sim ultaneously . This abilit y can b e exploited in

the system to prev en t pac k et loss.

The F A hierarc h y should not lose an y pac k ets from or to MN when MN is switc hing

the F A. In the routing engine of the Lin ux k ernel route c hanges can b e made as an atomic

op eration so that no pac k ets are lost b et w een the route up date pro cess.

I enhanced the pac k et loss prev en tion in F A hierarc h y so that the data path for

do wnstream 
o w is generated in request handling stage. When SF A c hanges atomically

the route to the new MN lo cation, data path do wn to the MN is ready . This mak es

the do wnstream direction of the data stream to the MN more reliable. Unfortunately the

request pro cessing stage in F As requires more resources compared to the solution where all
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tunnels and routes are done in reply pro cessing stage. This ho w ev er do es not compromise

the securit y of the system since the data stream path is c hanged in the SF A or the HA and

b oth can v alidate the request of the MN b ecause of the securit y asso ciations. Additionally ,

the data stream up w ards from the MN is not op ened during the registration request stage

but in the reply pro cessing stage.

Simultaneous T unnels in MN

I enhanced the MN to use t w o tunnels with MN decapsulation mo de, one to the old

lo cation and the another one to the new lo cation. After the registration reply has b een

receiv ed MN starts sending pac k ets to the new tunnel and deletes the old tunnel. The t w o

tunnel decreases the pac k et loss since the MN has p ossibilit y to receiv e all pac k ets. With

only one tunnel at a time the sync hronization with the F A hierarc h y b ecomes a problem.

These are the steps that MN tak es with MN decapsulation mo de during hando�:

1. Send registration up date to new F A

2. Create a tunnel to the new F A

3. Change default route atomically to the new tunnel

4. Delete tunnel to the old F A

In the F A decapsulation mo de MN do es not use an y tunnels. Th us, there is no tunneling

handling problem in the MN. It can receiv e pac k ets from sev eral F As at the same time.

5.5 Interface handling

Di�eren t link la y er tec hnologies ha v e v arying c haracteristics. The mobile user ma y w an t to

use wired in terfaces instead of wireless in terfaces when she is not mo ving. While mo ving it

is not con v enien t to use wired in terfaces. Although, the system is not link la y er tec hnology

dep enden t, the e�ciency and solidness of the solution su�ers if the resolution for no de

prioritization is not high enough. With wireless in terfaces the signal parameters lik e

p o w er lev el and the noise lev el can b e used to increase the resolution in the no de selection

pro cess. In terface prioritization helps to solv e the problem when man y in terfaces are

sim ultaneously a v ailable for usage.
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Figure 5.9: Multiple interfaces

In terface information daemon w as dev elop ed for the in terface priorization. The

bandwidth, latency , qualit y of service (QoS), and cost of the used data path a�ects the

priorization needs of the user. The I ID con tains a simple priorization mec hanism for

in terfaces, but can b e extended to supp ort sev eral parameters. I ID uses an in ter pro cess

comm unication (IPC) metho d with the MN and it uses a con�guration �le that con tains

the list of a v ailable in terfaces for the MN.

Interfac e hot swapping and supp ort for multiple simultane ous interfac es impro v es

comm unication a v ailabilit y for users who are using di�eren t link la y er tec hnologies and

sev eral in terfaces. Figure 5.9 illustrates the m ultiple in terface supp ort that w as dev elop ed.

Lo w er level enhancements

I enhanced the Lucen t IEEE 802.11 W a v eLAN device driv er to supp ort iwsp y io ctls

(SIOCGIWSPY and SIOCSIWSPY). After a while this supp ort b ecame a v ailable also
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in the GNU General Public License driv er v ersion that Andreas Neuhaus dev elops and

main tains. W e had also the p ossibilit y to test and use Nokia IEEE 802.11 wireless in-

terface cards. The device driv er for these cards did not con tain iwsp y supp ort, whic h w e

needed for MA selection system. I made a patc h for the Lin ux Wlan pro ject dev elopmen t

driv er. The PRISM c hipset that the Nokia card also uses do es not supp ort SQ v alues as

sp eci�ed in the IEEE 802.11 standard [41 ], but it supp orts RSSI v alues that are used for

iwsp y purp oses.

I also implemen ted the SQ cac he to the W a v eLAN device driv er from A. Neuhaus.

Receiv ed pac k ets are separated based on the source medium access con trol (MA C) address.

Eac h MA C address has o wn cac he en try that is up dated ev ery time a pac k et con taining

this source address is receiv ed. The cac he en try that last receiv ed a pac k et is freshest and

the other en tries are older. The oldest cac he en try is replaced if a pac k et is receiv ed with

source address that can not b e found from the cac he. The SQ cac he enables monitoring

an arbitrary n um b er of no des.



Chapter 6

P erfo rmance analysis

In this c hapter I explain m y motiv ation for di�eren t tests. Di�eren t test setup en viron-

men ts are describ ed b efore I sho w the test results and describ e the tests more accurately .

The fo cus w as to test soft w are not hardw are. T ests for the hando� managemen t and pac k et

routing while no des are mo ving prop ortionally to eac h other are included. Multiple MNs

are not tested. In this c hapter I also compare the results with related w ork.

IEEE 802.11 communication mo des

The scop e for IEEE 802.11 standard is to dev elop a MA C and ph ysical la y er (PHY)

sp eci�cation for wireless connectivit y for �xed, p ortable and mo ving stations within a

lo cal area [41 ]. The standard describ es t w o di�eren t op erational mo des for comm unication

b et w een no des, an ad ho c (IBSS) and an infrastructure net w ork.

In an infrastructure net w ork an AP alw a ys exists and the comm unication is con-

trolled b y it. The AP usually acts as a gatew a y , or p ortal, to other parts of the net w ork,

to In ternet for example. Infrastructure net w orks are formed around APs and mo ving no des

roam from one AP to another. The hando� is handled in the link la y er and the net w ork

la y er can not decide whic h AP to use or when to initiate hando�s.

In the ad ho c net w ork mo de ev ery no de in range participates to the comm unication

con trol and can directly comm unicate with eac h other. There is no need for an AP and

th us no link la y er hando� managemen t lik e in an infrastructure net w ork.

41
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Figure 6.1: A four-level test b ed setup

6.1 T est b ed setup

T est b ed includes hardw are and soft w are comp onen ts. Some soft w are comp onen ts are

made only for the tests to supp ort em ulation, measuremen ts and result pro cessing e.g.

logging and log parsing.

Dynamics { HUT Mobile IP MN, F A and HA v ersion 0.7pre3 w ere used in the test

b ed. All MAs resided in ph ysically di�eren t hosts where the MN, HF A, HA, and the CN

w ere P en tium class hosts whereas all the other F As w ere less e�cien t, custom-built, 486-

based em b edded AP hosts, called Martno des [44 ], with a wired and a wireless net w ork

in terfaces. Martno des and the CN used the Lin ux k ernel v ersion 2.2.9, MN the Lin ux

k ernel v ersion 2.2.13 and the HA v ersion 2.2.12. IEEE 802.11 [41 ] compatible 2 Mbps

WLAN adapters from Lucen t w ere used in the F As and the MN in ad ho c mo de. Device

driv er v ersion 1.0.1 from Andreas Neuhaus w as used in the MN and in the Martno de F As.

The HA and the CN resided in a 100Mbps switc hed Ethernet lab oratory net w ork

and the F A hierarc h y in a dedicated switc hed 10Mbps net w ork. The wired F A hierarc h y

w as in priv ate address-space subnet. Figure 6.1 sho ws the used F A hierarc h y .
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The MN used the wireless net w ork for all its comm unication with the F As, and all

the other data b et w een F As and HA and b et w een HA and CN w ere transferred in the

wired net w ork. The clear b ottlenec k on the net w ork w as the wireless part. The maxim um

obtainable throughput without lo cation up dates w as 1.4 Mbps using TCP and 1.6 Mbps

using UDP .

Real time link qualit y reco rding and emulation

The monitor mo dule supp orts SQ recording in to �les. Pro duced data �les can b e p ost

pro cessed with gnuplot(1) to pro duce graphical represen tations of the SQs as a function

of time. Monitor records the SQ v alues of agen t adv ertisemen ts from F As. The agen t

adv ertisemen t in terv al de�nes the sampling frequency for eac h F A. The recorded trace can

b e used to measure the SQs for di�eren t en vironmen ts and it helps to set up the wireless

net w ork. Monitor con�guration v ariables suc h as the a v erage-length a�ects the recorded

trace. Th us, the monitor mo dule SQ recorder is on top of the SQ analyzer.

T o supp ort easily con�gurable sampling frequencies, a more sp eci�c to ol called

iwspy-gather w as made for SQ en vironmen t recording. The to ol can b e used to col-

lect SQ information from di�eren t F As in v arying sampling frequencies. The collecting

system is based on the MN agen t solicitation [2 ] messages. Ev ery time an agen t solicitation

is sen t to the broadcast address, ev ery F A that hears this message will reply automati-

cally to it. This approac h is not mandatory since ICMP ec ho messages could b e used in

en vironmen ts that do not ha v e F As installed. The iwspy-gather to ol gets messages from

all heard F As and collects the SQ v alues.

Iwspy-gather writes SQ v alues with timestamps in to �les. Eac h �le con tains in-

formation for only one F A. The n um b er of pro duced data �les dep ends on the n um b er of

heard F As. One data �le is called signal quality tap e (SQT). One group of �les pro duced

in one recording session with iwspy-gather is called SQT set . Timestamps in the SQT

�les are sync hronized within a SQT set. A SQT set can th us enco de v ariations of the

ph ysical link and mo v emen ts of all comm unicating parties within the time p erio d.



CHAPTER 6. PERF ORMANCE ANAL YSIS 44

Quality statistics
Collector

Link quality 
information

Collector 
AgentNINI

Network

Transport

hook

User

Kernel

RECORD
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Iwspy-sim is a program that uses SQTs. It w as made for real life em ulations and

it comm unicates with the enhanced wireless in terface net w ork card device driv er in the

Lin ux k ernel. It reads SQTs pro duced b y the iwspy-gather and feeds SQ and timestamp

v alue pairs to the driv er whic h then replaces the actual SQ v alues sensored b y SQ sensor.

Eac h SQT is mapp ed to a MA C address so that SQTs do not get mixed. If the driv er has a

mapp ed SQT for a MA C address it is said to b e in em ulation mo de for that MA C address.

Th us, the driv er can em ulate receiv ed SQ v alues for some no des sim ultaneously with no des

that do not ha v e the SQT mapping. If the receiv ed pac k et is originated from an em ulated

no de, the SQ v alue that w as measured b y SQ sensor will b e replaced with a v alue from

the mapp ed SQT. Em ulation mo de stops when the em ulation starting time added with

the last timestamp in the SQT is reac hed. The SQ v alues can b e queried normally from

the driv er but the output is sync hronized in time with the mapp ed SQT. Additionally ,

pac k et dropping can b e em ulated in the device driv er lev el. The pac k et dropping p ercen t

is b ound to the SQ v alue.

SQT sets can b e divided and com bined with other SQT sets. Imaginary SQTs can

b e created from scratc h and com bined with existing recorded SQT sets. This enables

pro duction of scenarios that w ould b e otherwise hard to generate. SQT sets can b e re-

pla y ed with iwspy-sim m ultiple times whic h mak es the em ulation mo del con v enien t for

testing di�eren t kinds of no de selection p olicies. Also the c haracteristics for di�eren t
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con�guration parameters can b e examined.

6.2 System p erfo rmance tests

I ran all the tests using F A decapsulation and rev erse tunneling mo des on the wireless

en vironmen t. Securit y asso ciations w ere con�gured b et w een the HA and the MN, and

separately in the F A hierarc h y b et w een F As. The HF A and the HA did not ha v e a

precon�gured shared secret. Therefore, they used RSA public k ey encryption with 768-bit

public k eys for session k ey distribution. All the other k ey distribution op erations used

k ey ed MD5 [45 ] algorithm. This kind of con�guration corresp onds to the case where

w e do not ha v e the complexit y of managing shared secrets b et w een the HN and eac h FN.

Ho w ev er, it is feasible to use shared secrets b et w een F As in one administrativ e organization

as is the usual case with F A hierarc hies.

Hando� latency and pack et tra�c measurements

In these tests MN w as forced to follo w a prede�ned F A path and hando� frequency in

the F A hierarc h y illustrated in the Figure 6.1. Therefore, the MN did not use the agen t

disco v ery part of the Mobile IP . In practice, the MN receiv ed the agen t adv ertisemen ts,

but it completed a lo cation up date only when requested b y a test script.
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Hando� latency

I measured the hando� latency b y forcing the MN to initiate a hando� b et w een di�eren t

F As once in a 100ms. T able 6.1 con tains the resulted hando� latencies. The purp ose for

this test w as to �nd the e�ect of the hierarc h y lev el to the hando� time.

T able 6.1: Lo cation up date latencies fo r some transitions

Hando� t yp e Av erage (ms) Standard deviation (ms)

F A

11

! F A

12

19.1 1.2

F A

12

! F A

11

19.2 1.4

F A

13

! F A

14

30.4 2.0

F A

14

! F A

13

30.3 1.0

F A

31

! F A

32

41.4 1.5

F A

32

! F A

31

41.1 1.3

F A

13

! F A

29

23.3 0.8

F A

29

! F A

13

23.5 0.9

F A

31

! F A

12

19.2 1.4

F A

12

! F A

31

41.5 1.7

F A

32

! F A

13

30.1 2.3

F A

13

! F A

32

41.3 1.6

F A

32

! F A

12

14.6 0.9

F A

12

! F A

32

37.4 1.4

F A

31

! F A

13

14.9 0.9

The results sho w that the hando� latency increases linearly with the hierarc h y lev el

at least up to fourth lev el. In this test b ed the dela y due to one hierarc h y lev el is 11ms.

P ack et loss, latency and o rder with lo cation up dates

This test describ es the pac k et routing c haracteristics with hando�s. T o b etter understand

end-to-end e�ects requires a closer analysis of what happ ens to individual pac k ets during

a hando�. Udpcat and udplisten programs w ere made for pac k et loss , latency , duplic ates

and or der testings. Udpcat sends UDP [23 ] pac k ets across the IP net w ork to the udplisten

program in certain in terv al. Ev ery UDP pac k et con tains an increasing serial n um b er.

Udplisten sa v es the serial n um b er and timestamp of the receiv ed pac k ets in to a log �le.

Udplisten can also initiate lo cation up dates in the MN via API calls if it is started in the

same host as the MN is running in.
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In the test the UDP pac k et size w as 1024 b ytes and the throughput 100 kB/s, 100

pac k ets p er second. Th us the a v erage in terv al b et w een pac k ets w as 10ms. Both the direc-

tions from CN to MN and from MN to CN w ere tested b y sending 30000 pac k ets sev eral

times. Generated log �les w ere parsed to obtain needed information. I tested the system

without lo cation up dates when the MN w as registered to the F A

31

. Without lo cation

up dates no pac k et order c hanges or duplicates o ccurred in b oth directions. Maxim um

dela y w as b et w een 20ms and 400ms in b oth directions. 270000 pac k ets w ere sen t from CN

to MN and 2 pac k ets w ere lost (0.000007%). F rom MN to CN direction 840000 pac k ets

w ere sen t and 10 pac k ets w as lost (0.00001%). Both pac k et losses are negligible but sho ws

that pac k ets are lost without lo cation up dates also.

T able 6.2 con tains the pac k et losses p er lo cation up date with data stream from CN to

MN. The test included almost 8000 lo cation up dates p er transition. The lo cation up date

in terv al w as one second. If ev ery pac k et during the hando� is lost the estimated pac k et

loss dep ends on the transition. If all pac k ets are lost during the hando�, in 20ms hando�

t w o pac k ets are lost. The min um um hando� latency in T able 6.1 is 14ms and maxim um

41ms. Th us, with non-optimized hando�s the pac k et loss p er lo cation up date w ould b e

around one to four pac k ets.

T ransitions w ere tested in group. First the MN forced lo cation up date to the F A

11

and then to the F A

31

then to the F A

29

etc. The udplisten program receiv ed UDP

pac k ets and forced lo cation up dates in the MN, logged ev ery receiv ed pac k et in to a log

�le and mark ed lo cation up dates in to the log �le. Lo cation up date started when the

udplisten program used the MN API to c hange the forced F A. After that the MN w as

forced to up date lo cation to the forced F A IP address. When MN receiv ed the reply

and the lo cation up date w as successful it replied to the udplisten program through the

API. Udplisten program mark ed the lo cation up date end to the log �le. All lost pac k ets

b et w een the lo cation up date starting mark and 100ms after the lo cation up date ending

mark w ere included in to the pac k et loss calculations. The a v erage n um b er of duplicated
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T able 6.2: Data stream from CN to MN: pack et loss

transition lost pac k ets/up date

F A

11

$ F A

31

0.00

F A

31

$ F A

29

0.00

F A

29

$ F A

32

0.00

F A

31

$ F A

13

0.00

F A

12

$ F A
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pac k ets in the 30000 pac k et sending session w as 0.98 pac k ets (0.003% of all pac k ets) and

the a v erage n um b er of pac k ets that c hanged order w as 0.76 pac k ets (0.003% of all pac k ets).

The maxim um pac k et dela y b et w een receiv ed pac k ets p er 30000 pac k ets session c hanged

b et w een 23ms and 700ms. Av erage dela y w as 10ms, as exp ected.

T able 6.3 con tains the pac k et losses p er lo cation up date with data stream from MN

to CN. The test included 20000 lo cation up dates p er transition. The lo cation up date

in terv al w as 300ms. T ransitions w ere tested separately . The a v erage n um b er of duplicates

in the 30000 pac k et sending session w as 0.006 pac k ets (0.000% of all pac k ets) and the

a v erage n um b er of pac k ets that c hanged order w as 0.44 pac k ets (0.002% of all pac k ets).

The maxim um pac k et dela y b et w een receiv ed pac k ets p er 30000 pac k ets session c hanged

b et w een 20ms and 400ms. Av erage dela y w as 10ms, as exp ected. In this test it w as

exp ected that ev ery lost pac k et w as due to the lo cation up date. The n um b er of lost

pac k ets v aried dep ending on the transition.

T able 6.3: Data stream from MN to CN: pack et loss

transition lost pac k ets/up date
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The results sho w that pac k ets are lost during a hando� in some transitions. Addi-
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tionally , the prop ortional pac k et loss distribution di�ers with data streams from MN to

CN and from CN to MN.

End-to-end p erfo rmance

End-to-end p erformance w as measured as throughput. In the test the lo cation up date

frequency w as increased and UDP and TCP data stream throughput w as measured. A

throughput suitable for video streams of 1.4 Mbps, suc h as a near TV-qualit y MPEG-1 [46 ],

w as c hosen as the sp eed for the data streams. Motiv ation for the latter measuremen ts w as

to �nd out ho w frequen tly the lo cation up dates could b e p erformed with the system

when using a represen tativ e m ultimedia application. End-to-end p erformance dep ends on

the pac k et routing c haracteristics that the previous test iden ti�ed. Esp ecially the TCP

proto col is more sensitiv e for pac k et loss and dela y than UDP whic h can b e seen from the

Figure 6.4.

Lo cation up dates w ere forced so that the MN started a new registration with giv en

in terv als. If the MN could not complete the previous registration b efore the new one

b egan, a script added a �rew all �lter to drop the incoming pac k ets from the CN un til a

registration succeeded. This corresp onds to the situation in whic h the MN is to o fast for

the registration pro cedure to complete in time. Figure 6.4 con tains the throughput graph

and T able 6.4 sho ws the data p oin ts more accurately .

Throughput tests w ere made with netperf . It is a b enc hmark that can b e used to

measure v arious asp ects of net w orking p erformance. The primary fo cus of the netperf is

on bulk data transfer and request/resp onse p erformance using either TCP or UDP and

the Berk eley So c k ets in terface [47 ]. So c k et send and receiv e sizes w ere 1024 b ytes with

UDP stream and 4096 b ytes with TCP stream. 60 second throughput test w as rep eated

sev eral times with eac h lo cation up date in terv al.
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Figure 6.4: UDP and TCP throughput with lo cation up dates

E�ects of the link qualit y to throughput

The 802.11 link la y er has sev eral p o w er lev els for sending data across the air [41 ]. The

receiv ed SQ lev el dep ends on the p o w er lev el of the sending partner and the surrounding

en vironmen t e.g. w alls, distance to the signal source, and the p osition of the an tennas.

The throughput w as coarsely tested with di�eren t SQ lev els to get a high lev el picture

of the WLAN p erformance. Channel 6 w as used with this test. Bulk UDP data stream

throughput w as measured with the netperf b enc hmark to ol.

T est included t w o hosts, the AP and the MN. The SQ lev el w as monitored and when

a w an ted range w as ac hiev ed the netperf w as used to test the bulk UDP data stream

throughput from AP to the MN. Eac h test lasted 120 seconds and ev ery receiv ed UDP

pac k et in the MN w as measured to get the SQ lev el. T otally 16 di�eren t ranges of SQ

lev els w as measured. Figures from 6.5 to 6.12 sho ws the SQ histograms for the tests.

T able 6.5 sho ws the corresp onding UDP bulk transfer throughput obtained with eac h SQ

lev el range. T est en vironmen t w as an o�ce 
o or with dense w alls (see Figure 6.13).

The purp ose for this test w as to �nd out ho w the SQ a�ects the throughput in the

net w ork lev el. It can b e seen that the throughput is relativ ely stable with SQs greater than
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T able 6.4: UDP and TCP throughput with lo cation up dates

Lo cation up dates UDP throughput standard TCP throughput stdandard

p er second (MB/s) deviation (MB/s) (MB/s) deviation (MB/s)

50.00 0.00 0.00 0.00 0.00

20.00 0.68 0.16 0.13 0.03

13.33 1.19 0.17 1.12 0.10

10.00 1.34 0.07 1.12 0.10

8.00 1.37 0.02 1.22 0.05

6.67 1.38 0.01 1.26 0.04

5.71 1.38 0.00 1.29 0.03

5.00 1.38 0.00 1.30 0.02

1.33 1.38 0.00 1.33 0.02

1.00 1.38 0.00 1.33 0.02

0.67 1.38 0.00 1.33 0.02

0.50 1.38 0.02 1.34 0.01

0.33 1.38 0.01 1.34 0.01

0.25 1.38 0.00 1.34 0.01

0.20 1.38 0.00 1.34 0.01

0.17 1.38 0.00 1.34 0.02

0.14 1.38 0.00 1.33 0.05

0.13 1.38 0.01 1.34 0.01

0.11 1.38 0.01 1.34 0.01

0.10 1.38 0.00 1.33 0.04

10 dB. When the SQ is v ery lo w pac k ets are dropp ed. Lo w er and thin histograms rev eals

this also. This test also sho ws that the SQ v alues with the Lucen t WLAN cards c hanges

ab out 7 dBs when the receiving and transferring cards are not mo ving. The estimate w as

that the SQ distribution generally sharp ens when the SQ v alues increase. Unfortunately ,

this is not true all the time as can b e seen from the �gures. The c hanging p o w er lev els in

the WLAN cards a�ect the SQ distribution.

The test results can b e used to con�gure the monitor. F or example the min-balance

con�guration v ariable w ould b e go o d to set to 10 or ab o v e with IEEE 802.11 complian t

WLAN cards from Lucen t.

Di�erent p olicies and con�gurations

Monitor supp orts four di�eren t p olicies: new est-F A, eager-switc hing, short-in terv al and

the default p olicy . Additionally di�eren t con�guration parameters are a v ailable for �ne

tuning and adjusting in di�eren t en vironmen ts and with di�eren t link tec hnologies.

In this test the SQ en vironmen t recording and re-pla ying system w as used. Fig-

ure 6.13 sho ws the places for di�eren t APs in the o�ce en vironmen t and route tra v eled



CHAPTER 6. PERF ORMANCE ANAL YSIS 52

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 0 - 15

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 5 - 20

Figure 6.5: SQ 0 { 15 dB and SQ 5 { 20 dB
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Figure 6.6: SQ 10 { 25 dB and SQ 15 { 30 dB
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Figure 6.7: SQ 20 { 35 dB and SQ 25 { 40 dB
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Figure 6.8: SQ 30 { 45 dB and SQ 35 { 50 dB

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 40 - 55

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 45 - 60

Figure 6.9: SQ 40 { 55 dB and SQ 45 { 60 dB

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 50 - 65

0

1000

2000

3000

4000

5000

6000

7000

0 10 20 30 40 50 60 70 80 90

N
um

be
r 

of
 r

ec
ei

ve
d 

pa
ck

et
s

Signal quality level / dB

SQ histogram, range 55 - 70

Figure 6.10: SQ 50 { 65 dB and SQ 55 { 70 dB
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Figure 6.11: SQ 60 { 75 dB and SQ 65 { 80 dB
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Figure 6.12: SQ 70 { 85 dB and SQ 75 { 90 dB
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T able 6.5: Throughput in di�erent signal qualit y ranges

SQ range (dB) UDP throughput (MB/s)

0 { 15 0.17

5 { 19 0.83

10 { 25 1.58

15 { 30 1.58

20 { 35 1.58

25 { 40 1.58

30 { 45 1.58

35 { 50 1.58

40 { 55 1.58

45 { 60 1.58

50 { 65 1.58

55 { 70 1.58

60 { 75 1.58

65 { 80 1.58

70 { 85 1.58

75 { 90 1.58

b y the mobile user. The route is mark ed with n um b ered bullets from 1 to 50. Figure 6.14

sho ws the recorded SQT set and the bullets in time line.

Monito r testings

I tested the monitor with t w o di�eren t settings with the recorded SQT set. T able 6.6

sho ws the t w o settings. Additionally a test w as made without the help of the monitor e.g.

the SQ sensor, SQ collector and SQ analyzer. The device driv er w as enhanced to drop

pac k ets when the SQ is lo w. T able 6.7 sho ws the corresp onding SQ for eac h dropping

p ercen t. P ac k et dropping w as used to sim ulate the wireless media and to �nd out the

di�erences b et w een the tests. The SQT set w as re-pla y ed with the t w o di�eren t monitor

T able 6.6: Monito r settings

Setting 1 Setting 2

Threshold 50 1

Min-balance 10 13

Expirep ercen t 50 50

Old-F A-factor 50 50

W orst-min-time 10 10

W orst-max-time 20 20

Av erage-length 1 3

Early-expire OFF OFF

New est-F A OFF OFF

Eager-switc hing ON OFF
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T able 6.7: P ack et dropping p ercent b ound to the SQ

SQ (dB) P ac k et drop p ercen t

< = 4 100%

5 90%

6 75%

7 33%

8 20%

9 10%

settings and without the monitor. Figure 6.15 con tains the three di�eren t graphs that

w ere recorded b y the monitor. X axis describ es time and y axis the SQ lev el and lost

pac k et amoun t in last one second. The Udplisten and udpcat programs w ere used to


o o d 100 UDP pac k ets p er second from CN to the MN while re-pla ying the SQT set.

Th us, the maxim um pac k et loss amoun t is 100. Lost pac k ets w ere calculated and mark ed

in to the graph with impulses. The F As that the monitor used can b e seen in the �gures

with di�eren t colors. A hando� has o ccurred when the color c hanges. T able 6.8 sho ws the

n um b er of lo cation up dates and lost pac k ets with these three scenarios.

T able 6.8: Monito r testing results

Plain Mobile IP Monitor settings 1 Monitor settings 2

Lost pac k ets 2179 66 117

Lo cation up dates 8 63 9

With plain Mobile IP settings SQ v alues are not used in F A selection. MN switc hes

the F A if the agen t adv ertisemen t lifetime expires. The agen t adv ertisemen t in terv al is

crucial since it determines the lifetime for the adv ertisemen t. By default it is three times

the agen t adv ertisemen t in terv al.

With plain Mobile IP setting the MN loses considerably more pac k ets than with the

monitor. MN with monitor settings 1 do es lo cation up dates v ery eagerly compared to the

other t w o, but the pac k et loss is lo w er. Eager-switc hing is not the b est p olicy since it

mak es lo cation up dates m uc h more frequen tly than the other t w o. When monitor settings

2 is used the pac k et loss is lo w and the n um b er of lo cation up dates is almost as lo w as

with the plain Mobile IP setting. The threshold with monitor setting 2 w as set to 1 and
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min-balance to 13 whic h mak es the MN switc h the MA when the curren t MA priorit y is

b elo w 13. Additionally the a v erage-length w as 3 with setting 2 whic h mak es the priorities

more stable than with the setting 1. All these c hanges in the setting 2 decreases the

lo cation up dates compared to the setting 1.

6.3 Hando� p roto col analysis

The hando� proto col that the system pro vides uses horizon tal MCHOs. They are soft

and classi�ed as forw ard t yp e hando�s. Additionally the hando� can b e describ ed as a

two-phase hando� . In the �rst phase the route for do wnstream pac k ets is c hanged and

in the second phase the upstream route for the pac k ets is c hanged. In the latter the

system is in a state where the up- and do wnstream pac k ets are routed via di�eren t APs.

After the second phase the hando� has completed. This is p ossible only with soft hando�.

Figure 6.16 illustrates the t w o-phase hando�.

Lo calit y is exploited b ecause of the hierarc hical structure of the F As. The lo calized

lo cation up dates reuses partially the path b et w een MN and HA, and dep ending on the

F A hierarc h y the re-used path ma y b e relativ ely long. The lo w er in the hierarc h y the

SF A is the longer is the re-used path in the F A hierarc h y during the lo cation up date. In

a MA selection pro cess radio hin ts are used to ac hiev e seamless and glitc hless hando�s.

This is p ossible b ecause of the �ner gran ularit y in F A comparison and direct kno wledge

of the wireless data path SQ c haracteristic. Coarsely , the b etter the SQ the b etter the

pac k et deliv ery and th us b etter comm unication a v ailabilit y . No hando� request queuing

is p erformed in the F As.

Scalabilit y issues are not tested. The soft hando� do es not use neither sp eci�c

bu�ers nor m ulticasting for pac k et loss prev en tion. Signaling load is shared in the hier-

arc hical structure with lo calized lo cation up dates. These t w o things migh t impro v e the

scalabilit y with m ultiple MNs but need to b e tested and analyzed more throughly . The

HUT Dynamics Mobile IP supp orts signaling prioritization. Signling is prioritized o v er
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the data pac k ets, whic h mak es it more tolerable for congestion in the net w ork.

Service disruption time is comparable to the glitc hes that the MN or CN exp eriences

during data stream transfers. Lost pac k ets, pac k et order c hanging and relativ ely high

latencies are sources for service disruptions. Service disruption a�ects comm unication

a v ailabilit y . The more the service is disrupted the w orse the comm unication a v ailabilit y

b ecomes. With WLANs pac k et loss can not b e eliminated completely if the AP co v erage is

sparse. Ev en in dense WLANs the re
ection and in terference ma y cause service disruption.

The soft hando� with the lo calized lo cation up dates completes relativ ely fast and the

pac k et loss rate is negligible. Data streams lik e UDP and TCP p erform w ell with up to

�v e lo cation up dates in one second. In an o�ce en vironmen t suc h a high lo cation up date

frequency is highly improbable and ma y indicate that the WLAN arc hitecture should b e

re-planned.

The tree lik e structure of the F A hierarc h y do es not ha v e an y lo ops, but that alone

do es not prev en t data lo oping. Data lo oping in the F A hierarc h y is eliminated with routing

rules and routing tables with blac k-hole routes.

6.4 Compa rison with related w o rk

Sriniv asan Seshan in his Ph.D. thesis made hando� latency , pac k et loss and pac k et dupli-

cate measuremen ts [28 ]. In his implemen tation the hando� latency is measured b et w een

the registration request message and �rst data pac k et coming from the new AP . The im-

plemen tation from Seshan do es not use an y registration reply messages. My test measured

the latency b et w een the registration request message and the registration reply message.

In our t w o-phase hando� the MN ma y receiv e data pac k ets from the old AP b efore the

registration reply has arriv ed to the MN. Additionally , our hando� proto col uses repla y

protection and authen tication whic h increases the hando� dela y . The implemen tation

from Seshan do es not tak e care of the securit y issues. Th us, the hando� latency results

are not directly comparable.
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Seshan measured the pac k et loss during hando�s with a bit higher data rate as I

ha v e done, 1024 b yte pac k ets with 1.0 Mbit/s data rate. Without bu�ering or m ulticasting

the implemen tation of Seshan lost sev eral pac k ets p er hando� (2-5). Ev en with m ulticast-

based hando�s the pac k et loss rate w as sev eral pac k ets. When bu�ering w as used with

m ulticasting the pac k et loss rate w as negligible. In our implemen tation the pac k et loss

rate is negligible without m ulticasting or bu�ering.

Fik ouras et al. measured the tra�c disruption time with Mobile IP and with di�eren t

hando� p olicies [7 ]. The tra�c disruption time with Mobile IP hando�s and UDP tra�c

w as up to six seconds and with TCP tra�c more than ten seconds. They did not use

hierarc hical Mobile IP or SQ v alues to determine the b est F A to register with. Their

measuremen ts sho w ed that eager switc hing w as the b est c hoice when tra�c disruption

time is minimized. In m y tests the eager switc hing p olicy b eha v ed w orse than the default-

p olicy . Additionally , service disruption times w ere negligible in our en vironmen t.
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Figure 6.13: AP lo cations in a sample o�ce environment
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Figure 6.14: SQT set reco rded in the o�ce environment

Every FA between the LFA and 
the SFA prepares the downstream
route for the MN

Every FA between the SFA and the LFA
prepares the upstream route for the MN

MN sends location update
request to the new LFA and sends the location update request

reply

SFA changes the downstream route MN receives the reply and changes
the upstream route to the new FA

PHASE   I PHASE   II

Figure 6.16: Tw o-phase hando�
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Figure 6.15: Plain Mobile IP and SQT repla y with monitor settings 1 and SQT repla y

with monitor settings 2



Chapter 7

Conclusions

I dev elop ed a general ev en t driv en no de selection mec hanism based on the radio link signal

qualities. I enhanced the Dynamics { HUT Mobile IP system to supp ort glitc hless and

seamless hando�s in wireless lo cal area net w orks. Con�gurable mobilit y agen t selection

system in the mobile no de is based on prioritization and tec hniques that a�ect the prior-

ities. I dev elop ed and made a signal qualit y en vironmen t em ulator that can b e used to

test di�eren t mobilit y agen t selection p olicies and con�gurations. Additionally , I added

supp ort for m ultiple in terfaces and device hot sw apping in to the mobile no de.

The tested and enhanced system impro v es pac k et deliv ery to and from the mo ving

mobile no de with the registered home IP address. Glitc hless and seamless hando�s are

automated in the mobile no de. Hando� managemen t do es not a�ect the pac k et routing

latency although it ma y c hange if the hierarc h y lev el of the lo w est foreign agen t c hanges.

Di�eren t p olicies and con�gurable hando� managemen t with a mo dular implemen tation

ful�lls the mo dular no de selection criteria. Additionally , the mobilit y agen t detection and

mobilit y agen t selection systems mak e p ossible for the mobile no de to c ho ose the mobilit y

agen t that o�ers b est comm unication a v ailabilit y .

� The enhancemen ts help the user to switc h from the wired o�ce net w ork to the

WLAN. It also impro v es the comm unication a v ailabilit y since the user can attac h

to the net w ork more easily and still main tain connections o v er di�eren t media. The

mobile user can c hange the p olicy and hando� managemen t parameters dynamically

63
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while mo ving and without disturbing the comm unication sessions. Th us, the system

is 
exible and adaptiv ely adjusts to the needs of the user.

� With soft hando�s neither bu�ering nor m ulticasting is required to get seamless

hando�s. Soft hando� capable p eer-to-p eer link tec hnologies enable simplicit y b oth

on the link and on the net w ork la y er. Th us, the implemen tation is simpler and

more robust. On the other hand, this solution requires soft hando� capable p oin t to

m ultip oin t link la y er suc h as the Ethernet lik e IEEE 802.11 ad ho c mo de net w ork.

� The solution is not dep enden t on the hando� managemen t b elo w the net w ork la y er.

Th us, it is also indep enden t of the underlying ph ysical c haracteristics of the link lev el

radio tec hnology . Although it uses the link lev el signal qualit y v alues when a v ailable

to ac hiev e the needed comm unication a v ailabilit y , there are di�eren t link lev el radio

tec hnologies that pro vide this information. In Mobile IP the mobile no de con trols

the hando� managemen t in the net w ork la y er. With resp ect to this the ad ho c mo de

suits w ell for this system. With new est-F A p olicy mobile no de can b e used in the

wireless 802.11 infrastructure net w ork also.

� The priorit y based foreign agen t comparison is feasible b ecause it is not b ound

to the signal qualit y v alues and th us only WLANs. With priorities di�eren t v alue

functions can b e com bined to get the o v erall priorit y and the b est c hoice o v er di�eren t

p ossibilities. Priorit y degradation is one example of the v alue functions and can

b e used to impro v e comm unication a v ailabilit y in a more reliable w a y . Priorit y

increasing supp orts reco v ering when priorit y decreasing is used. Both the priorit y

decreasing and the priorit y increasing together mak e the system more tolerable on

temp orary and static failures of access p oin ts or net w ork connections.

� Signal qualit y a w areness is a simple but e�ectiv e w a y to impro v e the comm unication

a v ailabilit y without extending mobilit y proto cols. It is scalable and indep enden t,

from in tra-WLAN through micro mobilit y to macro mobilit y .
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� The tests sho w ed that hierarc hical Mobile IP with signal qualit y a w areness and

t w o-phase hando� supp orts micro mobilit y . This is unique and has not b een done

b efore. Hando�s can b e done more frequen tly than is on a v erage needed in an o�ce

en vironmen t. Fiv e hando�s p er second with negligible pac k et loss and with session

main tenance is su�cien t for ev en higher needs.

The hando� proto col uses sparingly the radio c hannel since it do es not send m ultiple

signaling messages during a hando�. The registration request is used to initiate lo cation

up dates and the registration reply is used for authen tication purp oses and to �nish the t w o-

phase hando�. The solution is arc hitecturally natural with In ternet mobilit y on WLANs

where the smart mobile hosts can op erate indep enden tly and the net w ork is simple. Th us,

I ha v e demonstrated that a net w ork-la y er hando� supp ort mo del in the mobile no de is

su�cien t for con tin uous comm unication a v ailabilit y in mobile net w orks.

7.1 F uture w o rk

F uture w ork includes scalabilit y measuremen ts with m ultiple mobile no des under the same

foreign agen t hierarc h y and a home agen t. Hard hando� managemen t is required when

c hannel switc hing o ccurs in an ad ho c mo de wireless lo cal area net w ork and is part of

the future w ork. F uture w ork includes also dynamic parameters in the foreign agen t and

agen t adv ertisemen ts to supp ort mobilit y agen t selection in the mobile no de.
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